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Windows

10

Windows 10 Tricks and Tips is the perfect digital publication
for the user that wants to take their skill set to the next
level. Do you want to enhance your user experience? Or
wish to gain insider knowledge? Do you want to learn
directly from experts in their field? Learn the numerous
short cuts that the professionals use? Over the pages of this
new advanced user guide you will learn everything you will
need to know to become a more
confident, better skilled and

experienced owner. A user that ok _0ve/» the page

will make the absolute most of o G/Jo”"""ﬂ’ cohtihaes',
their Windows 10 use and “d we will be wigy, You
ultimately your home computer a%‘ every ctage ¢, advice

itself. An achievernent you can
earn by simply enabling us to
exclusively help and teach you the
abilities we have gained over our
decades of experience.
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“...your guide to getting the best from the most
popular operating system, powering over 700
million PC’s around the world...”
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Windows 10
Advanced Guides

Using Windows successfully is all about knowing the little
tips and tricks which make seemingly difficult tasks easier.
With every page filled to bursting with great advice and
invaluable security shortcuts, this is the guide to helping
you go from Windows novice to Windows expert!
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Windows 10 Advanced Guides

Limiting Data Usage
when Tethering

If you are out and about with your Windows 10 laptop and need access to the Internet, you have the option of
connecting through your smartphone, using a tethered connection. Tethering means connecting your phone to
the mobile data network and then connecting a second device via Wi-Fi to the phone to make use of that
connection. Windows 10 can be data-heavy; a problem if your phone has limited mobile data allowance.

Set Your Tethered Connection to Metered

Windows 10 can be quite data-heavy, as mentioned, especially if an update happens to become available when tethered. Luckily, you can

tell Windows to automatically limit data use.

Cellular data connections are set as metered by default. Wi-Fi and
Ethernet network connections can be set to metered but aren’t
by default. Some apps might work differently on a metered connection
to help reduce your data usage. Some updates for Windows won’t be
installed automatically either.

= Ed

Devices Network & Internet
Bluetooth, printers, mouse WiFi, flight mode, VPN

Personalisation
Background, lock screen,
colours

't ® &

Time & language Gaming Ease of Access
Speech, region, date Game bar, DVR, Narrator, magnifier, high
broadcasting, Game Mode contrast

B~
@ Usage details

| show usage from:
|

CHECK NETWORK
— Bl USAGE DETAILS

| chvomexe 456168
- = You can also view a log of how much
e o data applications on your PC have
| B e e used in the last 30 days. This can help
| - o you identify applications that might
: [ s be using data in the background. To
o , e check this, head to Settings >
. - Network & Internet > Data usage and
N click the graph to see more details.
n Telegram.exe sme
wpsupdate.exe M8
E instup.exe 63MB
| Bswe 52MB
Fn] setup-stbere a5
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To set a Wi-Fi network connection as metered,
click Start > Settings > Network & Internet > Wi-Fi > Manage
known networks. Select the Wi-Fi network > Properties > turn on Set as
metered connection. Unfortunately, many Windows apps completely
ignore the metered connection setting.

& setting

& TP-LINK_AP_4C1A
Make this PC discoverable

Allow your PC to be discoverable by other PCs and devices on this
network. We recommend turning this on for private networks at
home or work, but turning it off for public networks to help keep
your stuff safe.

@D orf
Metered connection
If you have a limited data plan and want more control over data

usage, make this connection a metered network. Some apps might
work differently to reduce data usage when you're connected to

this network.
Set as metered connection
@D or
r[m Data Compression Proxy
"6 Data Saver e
owoax 90 | eroducy E
OVERVIEW REVIEWS SUPPORT RELATED T — e
=
* ok ko By Goog
| @ Compattievah your devce
* ke Reduces data usage by using Google

servers to optimize pages you visit.

MANAGE BROWSING DATA

You should now have reduced background data use, including
updates and cloud syncing, so data use will be in the apps you use; for
example, Google Chrome. You can install a handy extension for
Chrome which limits data. Go to www.chrome.google.com/webstore/
and search for Data Saver.




Limiting Data Usage when Tethering

Pause or Disable OneDrive

If you use OneDrive to backup images etc., pausing it while you are tethering can help to reduce data use. If you never use OneDrive, you can
even completely disable it.

Stopping OneDrive just for the duration of your tethering is easy. Press the Windows key + R to open the Run box. Type gpedit.
Click the Hidden Icons arrow in the taskbar, bottom right of the msc and click OK. In the Local Group Policy Editor, in the folder
screen, and right-click on the OneDrive icon (the cloud). From the Action list under Local Computer Policy, navigate the folders to Local Computer
menu, either click on Pause Syncing” (you can choose a duration) or Policy > Computer Configuration > Administrative Templates > Windows
click Exit. Components > OneDrive.

I Local Computer Policy

mputer Configuration
Name
D Sofrwace Seangs Sclect an item to view its

i Wi sl deseription. # Computer Configurat.
I Administrative Templates 8 User Configuration
v & User Configuration
Software Settings
1 Windows Settings
23 Administative Templates

View online

View sync problems

Upgrade @ Open your OneDrive folder
Settings View online

Help View sync problems

Pause syncing 8 Upgnde
Erit Sellings.
telp
Pause syncing
Exit

OneDrive in Windows 10 can be disabled through your computer’s n On the OneDrive screen, under Settings, click Prevent the usage of
Local Group Policy Editor. This doesn’t remove OneDrive from OneDrive for file storage. In the Prevent the usage of OneDrive for
your PC but it stops it from syncing with the cloud or connecting with file storage box, select Enabled, then click OK. Be aware that disabling
other apps, and removes it from the navigation pane in File Explorer. OneDrive like this will disable it for all users of the PC, not just you.

1@ e vo

sute
& Notconligu.

n 8 Prevent OneDrive from genaratig netwerk vaft_. Not confiu..

 Prevent OneDrive s from syncing ove metar—_ Not configu

Proceses Petormance Aopheioy Statup Ui Dl Servicer

| CHECK TASK . REDUCE STREAMING

MANAGER VIDEO QUALITY

apps that use the video playback

e e DT/UR2017fo coment st account

3 sope.

lo The Task Manager is a great tool Streaming or downloading videos is a
oeoe " for checking to see which apps or surefire way to burn through your data
Do services are using a lot of data at quickly and is best avoided when

i any time. To open the Task ' tethering. However, if you need to view
=i M Manager, press Ctrl+Shift+Esc or . video over a tethered connection, you can
e search forit in the Start menu tell Windows to reduce quality in Settings
o search field. Click at the top of the i dpends anyon > Apps > Video Playback. Click ‘Allow
[ Network tab to display high usage Alow o toplay at a lower rsction video to play at low res’.

When selected, this can help save network bandwidth

services at the top.
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Windows 10 Advanced Guides

Manage Disk Partitions

in Windows 10

Disk partitioning is the creation of one or more separate regions on a PC hard disk (hard drive) and all modern
drives need at least one partition to begin storing files. A partition could be the size of the whole drive or just a tiny
part of it. There are several reasons why you might need to create a new partition on an existing hard drive and

Windows 10 now allows you to do that relatively easily.

The Disk Management Tool

There are several free programs available for creating partitions but the Disk Management tool is just as good and built right in to

Windows 10.

The first thing you need to do is find the Disk Management
tool. The easiest way to open the tool is to use the hidden Start
button menu. Right-click on the Start menu button and select Disk
Management from the menu that appears. There are several system
tools here, so it is a useful trick to know.

The Disk Management tool shows all of your internal and

removable drives (even USB flash drives, etc.) along with details

of the capacity and current amount of space being used. Depending
how your hard drive was initially configured, you will see one or more
partitions in place.

Frees_ [iee

10  www.pclpublications.com

n You can use the seemingly simple Disk Management tool to
resize, create, delete and format partitions and volumes, as well
as change their drive letters and all without downloading or paying for
any other software. You can also simply use it to check the health of
your disks.

Capacity _[FeeS. [Whes |
16223 G 15153 B1%
MRGE st o7

I
v

soMe  4s0MB 100%
7%

BoMs  96Mb

n x
) B
AT
Oiko
System Reserved Gv i
rs sovs
o Fewtn (ystem, Actve, rimary P Topamanany deee s e cck Dl o Hestny ecovery Paritn
Ee—————
®
143468 FATI2
Hesiy Grimary arstion
Osk2
Daous * =

n The tool shows partitions and volumes, which are similar but
different. A partition is space that’s set aside on a disk separate
from the other space on that disk. A volume is a partition that’s been
formatted with a file system. We will mainly be talking about volumes in
this guide.




Manage Disk Partitions in Windows 10

Resizing a Volume

If your disk is set up as one big volume and you want to create an extra partition for a second volume, you will need to know how to resize

the existing one.
You will need to make sure that there is enough free space on
the drive before you can shrink a volume. Forexample, if you
have a 500GB volume which has 200GB of data already stored on it, you
will only be able to shrink it by a maximum of 300GB, the amount of
remaining space.

Resere. Simple  Basic

System Reserved
350MBNTFS 106223 GB NTFS.
Heath (ystem, Acive, rmary 3 | Heaihy (B0t Page Fie. Crash Dump,Primry Partiton)

soms
Healty (Recovery Parion)

. Right click on the volume you want to shrink in either the top

panel or the bottom one and click ‘Shrink volume’ from the
Action menu. You will then need to enter the amount you want to shrink
the volume by in MB. So if you wanted to shrink it by approximately
500GB, you enter ‘500000MB”

T tyou_[Type | e system] a5 | Capacs e space Iz I
T

- Smole Healiy 18822368 15153268 %
- ¢ Smple  Bac  FAT  Healty_ 145268 148468 %
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n When you have clicked the Shrink button, you should see that

the disk now contains the shrunken volume and some new,
unallocated space. If desired, you could now extend the volume back
into that space, by right-clicking and selecting ‘Extend volume’ from the
Action menu.

m Reserved (©
1B NTFS 1666.92 GB NTTS
1y (System, Active || Healthy (Boot, Page File, Crash Dump, Primary Partition)

195.31GB
Unallocated

450 MB
Healthy (Recovery Partiti

G8 FATZ2
2y (Primary Partition)

sartition

n To create a new volume in that unallocated space, right-click on

it and select New Simple Volume from the Action menu. In the
New Simple Volume Wizard window, click Next to get started. Specify the
volume size you want to create and then assign it a drive letter on the
next screen.

50 MB
=-ithy (Recovery Partiti

y Partition)

New Simple Volume...
New Spanned Volume.
New Striped Volume.
New Mirrored Volume.
New RAID-5 Volume.

Properties

Help

ﬂ You will then need to decide whether to format the partition. You
will need to format it before you can begin using it but if you are
planning on installing a second operating system, in order to dual-boot,
you will need to let the new OS format the partition during its installation.

Simple  Basic  FAT32

Healthy .. 1492 GB

initio... Simple  Basic Healthy .._450 MB 100 %
serv., Simple  Basic
Format Partition
"o store data on his parson, you must format st
andifso.
QDo notformat s volume
@ Fomathus volume wih the followng sefings:
Fil systom: NTFS v
Allocaton unit size Defauit <
Volume labot New Volume
[Perionm a quick format
— [TEnabic fle and folder comprossion E
| so— )
temReserve ¥
350 MB NTFS / 450MB
Healthy (System jSOack Healthy (Recovery Parti

Otherwise, go ahead and format the disk; pick a file system to
use and assign a volume label. Click Next when you’re ready

and then click the Finish button; Windows will now start to create the
volume and, if you chose to, format it. When finished, you will see your
new volume listed.

Smpie

Completing the New Simple Volume
Wizard

YouNavescessilycamieind et Simle Voums
o,

P R S —

Volome bpe Sirghe Volome ~
Ok s Dk
Vohene s 156555 M0
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Disable Adverts
and Annoyances

Windows 10 has a lot of built-in advertising. This is part of the business model and is to be expected in some
respects. That doesn’t stop them being really annoying at times. Thankfully, if you know what you are doing, you
can disable most of the advertising that Windows tries to slip in front of you.

Disabling Annoyances

Windows 10 is pretty good at putting adverts in front of you and certainly, some of the adverts may not even seem like adverts until you
start to take notice of them.

ol efe el Shortly after you enable Windows Spotlight for el a1 =96 | Although Cortana will occasionally provide
. the lock screen, you will soon start to see the

you with an interesting fact when you click

occasional advert for games like Tomb Raider appear among the pretty the search bar; often they are interspersed with adverts too. You can
images. To disable the adverts, simply switch to the Picture or Slideshow disable ‘Get fun facts, tips, and more from Windows and Cortana on your
options in the Personalisation settings. lock screen’ in Settings > Personalisation > Lock Screen.

Make Windows better

Give us feedback

Background

‘Windows spotlight

Choose an app to show detailed status

Choose apps to show quick status

=] [=] | |

& Show lock screen background picture on the sign-in screen
. @ on

Saturday, 15 August Coramatec

Suggested Apps Windows 10 will occasionally show suggested Calm Cortana Down Following on from the previous tip, you can
apps in your Start menu. Sometimes these are

also stop Cortana from doing that annoying

free apps but often they are paid apps and games. Essentially, these are thing when it bounces around in the taskbar to get your attention. If you
adverts. Head to Settings > Personalisation > Start and set the don’t want Cortana nagging you, click the Cortana search bar, click
‘Occasionally show suggestions in Start’ setting to Off. Settings, scroll down and disable the ‘taskbar Tidbits” option.

ss my calendar, email,
er B data when my
cked.

Taskbar tidbits

Let Cortana pipe up from time to time with
thoughts, greetings, and notifications in the
Search box.

@ D off

Send notifications between devices

If you've allowed it on your phone, Cortana can
tell you on this device when your battery is low
and when you miss a phone call, text, or app
notification.

® On

Edit sync settings

Cortana language

P Ask me anything

12 www.pclpublications.com




Disable Adverts and Annoyances

SRS Okay, so this might be classed as borderline as far
as it being advertising but if you are fed up of

being advised to ‘Use Edge to save battery life, head to Settings >
System > Notifications & Actions and disable the ‘Get tips, tricks and
suggestions as you use Windows’ option.

@ Home Quick actions

Press and hold (o selec)auick actions then drag to rearange
them.

2 &4 9o e
© Display Tbletmode  Metwork. Note. s serngs.
- &
15 Apps & features. B 2
| it W
5 ot B

0 Notifications & actions.

© Power &isesp
= Swonge

07 omne maps

D Taviet mode.
Show notifearions on the lock screen

O Mulitasking @ o

& projecting 1o his PC. ‘Show alarms,reminders, and ncoming VolP calson th lock

G Apps for websies

@ Avout

et ups, rics, and suggestions 3 you use Windows

@ o

(eaieliflenNerifile=ilel | Windows 10includes a ‘Get Office’ app
that sits there, suggesting you

download the software for a free trial period. Head to Settings > System
> Notifications & Actions, scroll down and turn it off. You could also find
the Get Office app in your Start menu, right-click it, and select ‘Uninstall’

Get Office (Beta)

Russell Ware [.1

My account 1-month free trial
With Offi

latest

PowerPaint, and m

Programs
Documents
Help and training Try Office 365

Feedback

About

Recent documents Office
No need to search for what you were working on
yesterday. You'll always find your recent Office 0 word @ Outlook
documents here.
8 Fucel M publicher
AdBlock g
Senisn
pusun
Free

T roducis n e o Micoro 6
Screenshots Description

as everywhere else on the web.

t sies, or i, then isit your
and see the ads cisappear:

about

AdBlock. The #1 ad blocker with over 200 million downioads. Bocks YouTube, Facebook and

white

NOTE: * Unobrusive ads aren't being blocked in order 10 support websites. * The notice you
see history

DI S EVESFTES S While you can remove the apps that are
installed as part of the Microsoft Consumer

Experience program, Windows 10 also includes a few apps you can’t
uninstall but will use the Live Tiles to advertise. To disable live tiles that
annoy you, right-click a tile and select More > Turn live tile off.

Sl el WSS Rather than turning live tiles off, you
can simply unpin the tile from the

Start menu. Right-click a tile and select ‘Unpin from Start’ to get rid of the
tile entirely. If you prefer a less cluttered Start menu, you can even choose
to unpin all the tiles and only use the All Apps list to launch apps.

(an

ad 58 Unpin from Start
May's' Resize

no dez
A\ ety More

& Cortana
(R - =2 u |

OpenOffice
Ine Compa...  OneNote Witer

Google Drive Money 2 News @

Try Office 365
for free

AdBlock

The most popular extension for Chrome and Safari.

wild - |

your
More

Available on

AD BLOCKING SOFTWARE

The tips above will allow you to block many of the adverts Microsoft has
added to the Windows 10 interface but what about the adverts you see
on your favourite websites. Unfortunately, there isn’t a Windows 10
setting to turn these off, but there is bit of software that can help.

AdBlock, with over 200 million downloads, blocks YouTube, Facebook
ads and others in most places on the web. AdBlock works automatically
but lets you choose to continue seeing unobtrusive ads, white-list your
favourite sites or block all ads by default.

www.pclpublications.com 13
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Tweak and Modity
Windows 10

There are plenty of ways to customise Windows 10 built right in to the operating system. However, if you really
want to tweak and modify the system, you will need to resort to external software. Ultimate Windows Tweaker 4.1
allows you to modify the appearance, security and performance of Windows 10.

Set Up Windows Tweaker

The Ultimate Windows Tweaker software is not available as an app, so you will need to download the file from http://www.
thewindowsclub.com/ultimate-windows-tweaker-4-windows-10.

Once you have downloaded the zip file, extract its contents and

move the program folder to your desired location. Pin its
executable file to your Start menu for easy access. Do not separate out

the contents of the download as it is important that the contents stay in

the same folder.

S Apa

B Extraction path and options

These tweaks are not really meant for beginners. Itis
recommended that you do not over tweak your system in one go.
We suggest you apply tweaks for only 1 category every day, see how
your system performs, before moving on to apply more tweaks if you
don’t see problems.

? X Ultimate Windows Tveaker 4.1
D Apa
et xlore
MEavol General advanced System Information o
ézzp Destinaton path (il be created if does not exist) [ iy e 0 énable e Homepage. [mps//mysearchavg com Tid=(0307CE ]

B
gim|

~] | New folder

Fvps: Update mode

[EiKies]  ©Extvactand repace fes
Oextract and update files

User Accounts

Performance

0] Enable Suggestd Sites
(0] Enable Caret Browsing For New Tabs And Windows
03 use Cleariype Font

Tabs and Misc.

[0 Disabie Compalisity it

o. 3 S 3 Show Tobs Do Addves Bar Gl Cache On ey Bk
SPPL O Fresh exsting fles iy Security & Privacy 7 Clea CacheOn bvery
Wwrar A Nolify When Downlosd Completes. 2] Wam On Closing Multiple Tabs
Internet Explorer
(8] fucl Overwrite mode [ Autohide the Teb Bar o
b ©askbefore overwrte T 0 Ay Lo I Pl Mo 2 e Do ok Tk
& sabri O Overwrite without prompt

5] tim O skip existing fles
| ORename automatically

Additional

A Allow Running Exccutable With Ivolid Signsture

14 Ensble Auto Image Resiing
Frable Smaoth Scroling

] tim_¢ Advenced
[&] Juni Miscellaneous LI Disable Active Scripting for Intemet Zone. L Show HTTPS Errors.
@] R3h: Extract archives to subfolders ¥ Network L) Disable Seripting of Inva Applets for Intemet Zone 141 Disable Seript Debugging
[ Spini [JKeep broken files -4 :""‘eg’:"’ - o
@) Spi Yo Soay: Enat ird-Par ser Extensions. Enable Smar itter
9 Spin [Cisplay files in Explorer & oo [ Enable Third-Party Browses Exte [ Enable Smanscreen Filt
& Spin

Save settings
@ twen —_ — The Windows Club e over.
#chro o[ comce Heb [

2 As when making any large system changes to your computer, you
should create a system restore point first. You can use the Create

Restore Point button that UWT offers. The software prompts you to

create one, before using the tweaks, so that you can revert back should

you feel the need to.

14  www.pclpublications.com

To apply a particular tweak, check or uncheck the boxes or use
the sliders provided. Once you have selected one or more tweaks,
click on the Apply button. Some tweaks may apply instantaneously. If a
system restart is required, you will be reminded to restart your computer
when you exit.

Ukimate Windows Tweaker 4.1

System Information

System Information

Windows 10 Home Version 1511

Customization
Ultimate Windows Tweaker 4.1 X e Accuns 4.8 Windows Experience Index Run Asceccmer nt
Intel(R) Core(TM) i5-4210U CPU @ 1.70GHz
performance
< - : 64-bit
Thank you for choosing Ultimate Windows Tweaker 4. For safety Security & Privacy
purposes, we're creating a restore point for you. 8109 MB/8 GB
Internet Explorer
BDM
Context Menu
e
iew availa Aboot
' = Create System Restore Point —> Repair Windows System Image
. T bes ose e Using it cormupt Windows
The Windows Club




Tweak and Modify Windows 10

Tweak and Mod Menus

Each of the menus in UWT4 contains lots of different settings and options, from simple appearance tweaks to more complicated

performance mods.

Under this category you will be able to
tweak the settings of your taskbar,

If you want to restrict access to some
Control Panel applets like Windows

Security & Privacy Menu

Thumbnails, File Explorer and the Modern Ul. You can opt to use Light or
dark theme for OS or apps, disable Start animations, use default or
change Battery Date & Time flyouts or change the Volume Control.
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Application Telemetry.
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Add Windows Store apps, features and useful

Context Menu
functions to the right-click context menu and Scan

with Windows Defender, Clear Clipboard, all built-in default Windows
Store apps and more to the context menu.

About
FA
Under the User Accounts tab, you will be

able to change your User Account settings,

Logon information and sign in options. You can also change the User
Account Control settings here.
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The Performance tab offers tweaks to
optimise Windows 10 to best suit your

Under this category, you will see
some additional system and

Additional Tweaks Menu

requirements. While most of these settings are best left at their default
values, this panel gives you quick access to change them, should you

wish to. Tweak these settings VERY carefully at first.

Network tweaks. You can also set UWT to behave the way you want it
too. By default, when you apply a tweak and click Apply, UWT4 will

automatically restart explorer.exe to apply the tweak. Change its
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Windows 10 Advanced Guides

Using the
Power Menu

Windows 10 boasts a secret power menu (as did the version of Windows before it), that gives you access to several
useful system and maintenance tools and features. Here we show you how you can use it to your advantage to
quickly access networking settings and extra features that power users need.

Power Up

The secret Power Menu enables the more advanced Windows 10 users among you to quickly access key settings that you probably

commonly use, but are buried deeper within the system.

You open the Power Menu using the Start button, but
instead of just clicking it to open the Start menu,
right-click the button. You'll see this menu appear. Note that you can
also shut down or sign out here, too. This menu was created for users

who felt the Windows 8 Start screen didn’t give them access to what
they needed.

Programs and Features
Mobility Cene

Power Options

Event Viewer

System

Deviee Manager

Network Connections

Disk Management
Computer Management
Command Prompt
Command Prompt (Admi)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out
Desktop

We'll look at the Command Prompt on the next page.
You can access it from the Power Menu. If you’re an
administrator on your PC, you can start what's called an Elevated

Command Prompt that enables you to get deep access into files and
programs, rather than just basic access.

System

Device Manager
Network Connections
Disk Management

Programs and Features
Mobilty Centre
Power Options
| BventViewer
—
=

Computer Management

Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer

Search

Run

Shut down or sign out

Desktop
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LTS S GG The Power Menu is also a quick route
to getting to the part of Control Panel

that enables you to uninstall desktop apps. Now Windows 10 enables
you to uninstall any application by right-clicking it and selecting
Uninstall from the context menu that appears - but this is the best route
if you need to uninstall several things.

Control Panel The Power Menu is also the best way to get to
Control Panel. The Settings app may be the new

user-friendly method to change things in Windows 10, but Control Panel
still contains a lot of advanced settings - not least hardware
troubleshooting, themes, backup, restore and network sharing options.

S Control el

4 0 > Contol Panel >
Adjust your computer's settings Viewby: Category =

User Accounts
@ Change account type

Appearance and Personalisation
* Change the theme

Adjust screen resolution

‘ Clock, Language and Region
Ease of Access
Let Windows suggestsetings

Optimise visual display

e History




Using the Power Menu/Using Windows 10 Storage Sense

Using Windows 10
Storage Sense

When your Windows 10 computer begins to run out of space, typically you manually empty the recycle bin and
delete temporary files to free up storage space; then use different tools, such as the built-in Disk Cleanup utility. You
can now use Storage Sense to automatically get rid of junk files.

Updated Storage Sense

Storage Sense has been a part of Windows 10 for some time but it has been updated and added to in the Creators update. If you don’t see
the options mentioned here, make sure your OS is up to date.

To enable Storage Sense on Windows 10, open Settings > System

n You can, within certain limitations, select which items Storage
> Storage. Click on the Storage Sense toggle switch. Once you

Sense should remove automatically. In Settings > System >

enable the option, Windows 10 will automatically delete junk files from
your PC, including some temporary files and items in the recycle bin
older than 30 days.

@ -
nF &
Time & Language Ease of Access

Storage Sense isn’t a manual storage wipe. If you need to clear
out space right now, and you have large files in the recycle bin
that aren’t 30 days old, you will need to delete them manually. Things
like old versions of Windows, installation files and update logs will also

Storage, click on the ‘Change how we free up space’ link below the
Storage Sense slider. You can see that there are three different options,
which can be combined in any way you like.

@ Change how we free up space

Storage sense

@ on

Storage sense runs automatically when you're low on disk space.
We cleaned up 0 bytes of space in the past month.

Temporary Files

Delete temporary files that my apps aren't using

Delete files that have been in the recycle bin for over 30 days

[ Delete files in the Downloads folder that haven't changed in 30
days

Free up space now

If you're low on space, we can try to clean up files now using the
settings on this page.
[ pelete previous versions of Windows

These let your PC go back to a previous version of Windows. We
delete them automatically after 10 days.

n You can also see the option to ‘Delete previous versions of

Windows' These are deleted anyway, but not for several days after
an update. If you really need to clear some space, select the option and
then just click the Clean Now button and wait for the process to complete.

need to be removed manually.

Free up space now

Storage

Keep clutter offyour PC

If you're low on space, we can try to clean up files now using the
settings on this page.

Local storage

o ThisPC©)-181T8
T

v

c’ Delete previous versions of Wind

Display ysaorive ). 14968 [:] elete pre )] V
o et e e Have a queston? These let your PC go back to a previous version of Windows. We
O i delete them automatically after 10 days.
i Storage sense

Make Windows better

@ Toblet mode L porary. Yo R
© wuliasking - o Clean now

&) Projecting to this PC

X shared experiences More storage settings

o ot peicp e Cleaning up files. This may take a few minutes.

© About
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Ten Things to Disable

in Windows 10

When you install Windows 10 you will possibly activate several features that you won’t use or need. Some of these
cause no real problems but some can mean a reduction in computing speed and a reduction in security, especially
if you’re not really aware of what is going on in the background.

Applying Changes

You may not need to apply all of these tips to see an improvement in system speed, and it is actually a good idea to apply one at a time and

test the results before trying the next.

SR e VB ES ] Windows 10 features an improved way to
receive updates. More specifically, it allows

you to get updates from sources other than Microsoft in a sort of
file-sharing network. The catch is that your computer is also sharing files.
Turn this off in Settings > Update & Security > Advanced options >
Choose how updates are delivered.

& Choose how updates are delivered

Updates from more than one place
Download Windows updates and apps from other PCs in addition
to Microsoft. This can help speed up app and update downloads.
Learn more

Wnen thisis turmed on, your PC may o send parts of previously
downloaded Windows updates and apps to PCs on your local
network, or PCs on the Internet, depending on what's selected
below.

@D ot

Get updates from Microsoft, and get updates from and send
updates to

@® PCson my local network

(O PCs on my local network, and PCs on the Internet

EVTERLEE N TTe=1 5] Notifications are generally, but not
always, a good thing. Windows 10

does a good job of letting you know what is going on with your PC but
sometimes you can get notification overload. You can turn some of the
less useful ones off in Settings > System > Notifications & actions. Turn

off things like: Show me tips about Windows.

Sl G e Part of Microsoft’s business model for
Windows 10 seems to be selling its apps

through the OS. Suggestions for apps you might like will appear in the
Start menu and although you can just ignore them, you can also tum
them off. Settings > Personalisation > Start > Occasionally show
suggestions in Start.

Thursday 24

O \

Google Drive

Mostly Cloudy

m 7

OpenOffice
Phone Compa...  OneNote

DI-MANKEY @
Vocal Deep...

9
| Unknown Artist
®

Unknown Alb...

Groove Music  Films & TV

B oce e

Every Microsoft account now has an

Targeted Adverts
advertiser ID tied to it, allowing Microsoft and

third-party partners to deliver targeted adverts. You can turn this
information sharing off by going to Settings > Privacy > General > Let my
apps use my advertising ID for experiences across apps (turning this off
will reset your ID).

= r

Get notifications from these senders

@ Home

Select a sender to sec more settings. Some senders might also have
their own notification settings. If o, open the sender to change.
them.

System

AMD Radeon Settings @ o
D Display On: Banners, Sounds.
IS Apps & features.
E AutoPlay @ o
3 On: Banners, Sounds
5 Default apps
Bl O Notincations & actions Calendar @ on

& Power &sleep

@ o
= Storage
@9 Offiine maps
Location @ o
On: Banners, Sound:
@ Tablet mode
O Multitasking Mail @ o
On: Banners, Sound:
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Privacy @ o~

Change privacy options

Let apps use my advertising ID for experiences across apps
(turning this off wil reset your ID)

Tum on SmartScreen Filter to check web content (URLS) that

a 6
Windows Store apps use
A Location @ o
Send Microsoft info about how | write to help us Improve typing
@ camera anxd witing in the future
@ o
0 Microphone
Let websites provide locall relevant content by accessing my.
0 Notifications language list
@ o

‘Speech, inking, & typing
Let apps on my other devices open apps and continue experiences
on this device

@ on

Let apps on my other devices use Bluetooth to open apps and
continue experiences on this device

@D ot

A= Accountinfo

& Contacts

) Calendar




Ten Things to Disable in Windows 10

(i LGOI To better answer your queries, Cortana is {11 Eele @Sl The lock screen in Windows 10 can be a useful
constantly learning about you in a process

feature but it also has the potential of getting in

called Getting to Know You. This includes typing history and speech the way and slowing you down. You can disable the lock screen but it
patterns. If you find this invasion of privacy a little creepy, you can turn it does mean delving into the Windows Registry. To access the registry,
off in Settings > Privacy > Speech, inking & typing, and clicking Stop press the Windows key + R and enter ‘regedit.

getting to know me.

I Registry Editor - o x
Fle Edt View Favortes Welp

A1 Name e ous

Get Cortana on your phone.
p— Reosz (ol netse)

Then she can give you reminders and traffi

Text the download link to your phone:

Choose your phone OS or scan the QR code.

Not now

el ot B In Windows 10 many apps will run in the TR gElde  The visual effects in Windows 10 go a long
background. These apps can receive

way towards making the OS look modern

information, send notifications, download and install updates and and smooth. However, every pretty visual element has an effect on the
otherwise eat up your bandwidth and your battery life. You can, running of your computer. Right-click the Start button and go in to
however, disable this feature in Settings > Privacy > Background apps. System > Advanced system settings. Under the Advanced tab, go to
You can turn off each app individually. Performance and click Settings.
Sctings oox -
(75 e st P T S T i —
ik B S T
Mrosottwi @ o el obus
5 Windows 10 Pro

". . -, by
B Speech, mkns, & ypng

. Netfiix @ on
ne Accountinio
£ Contacts = - o
B Calendar @ OneNote @D on
D Call hustory Paid WiFi & Mobile @ on
=y m Paople & o . B
—— ey I | =refetntody S
% e Phone @ on 2
TS — ] roneCompanion & o iy 2 smoatn gt f

VTSRS Windows 10, upon the default install, ALl TS Windows 10 will download and install
does a lot of syncing with your other

updates automatically and you can'’t really

Windows devices. If you use several different Microsoft devices and turn them off; but you can choose to stop the updates happening whilst
don’t want everything shared between them, you can disable syncing in you are using your computer. Head into Settings > Update & Security
Settings >Accounts > Sync your settings. You can selectively turn off and click on Change Active Hours. You can then set a time frame in
specific sync settings. which updates won’t happen.

. H::, Sync your settings )

Sync Windows settings to other devices using
ind 8 setting russware@gmail.com.

How does syncing work?
Accounts
Sync settings
A= Your info
@ on
1 tmail & app accounts

Individual sync settings
€ sign-in options

Theme
F1 Access work or school - on

A, Family & other people. Internet Explorer settings
@ on
Passwords

@ on

C sync your settings

Language preferences

@ on
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Using the
Task Scheduler

The Task Scheduler in Windows 10 is, in many ways, very similar to that found in older versions of the OS. However,
in Windows 10, Battery Saver Mode can impact on how it operates (if using a laptop). This guide looks at how the
new scheduler works and how we can modify its use.

Scheduling New Tasks

The Task Scheduler can be a very powerful tool for increasing automation in Windows 10. Let’s take a quick look at exactly how to use the
Windows 10 Task Scheduler in normal day-to-day PC operation.

Search for “Task Scheduler” in the Cortana search pane or n The Basic Task wizard will now open. Give your task a name and
navigate to it in Start menu > All Apps > Windows Administrative description (optional) and click Next. You now need to choose
Tools > Task Scheduler. The simple scheduler window will now open. the trigger. This can be set to happen daily, weekly or monthly, to
This is split into three sections: Scheduler Library, Scheduler Summary happen just once. You can choose starting or logging on to your PC as a
and Actions. trigger also.
| Tosk Scheduler Library _|f o |
Create Basic Task Wizard X
®] Create a Basic Task
Action Neme: | - B
it Finieh Description:
€ Task Scheduler
*3 Windows Firewall with Adva
Cancel
H Summary: 58 total y
n You have three main options for adding new tasks to the n If you choose daily, weekly, etc. you will need to set further time
schedule: Create Basic Task, Create Task and Import Task. For options when you click Next. If you chose the final trigger option,
now we will stick to creating a Basic Task. You can start the process by When a specific event is logged, you will see a set of drop down menus.
clicking in the Action panel or using the Action menu in the menu bar of Here you can choose the event log, source and give the event an ID.

the window.

P | [ (GE

sk Scheduler (Local)  Tesk Schec
Task Scheduler Library

Create Basic Task Wizard X

®] TaskTrigger

Create a Basic Task When do you want the task to start?
Trigger ® Doty

O Weekly

O Monthly

O Onetime

O When the computer starts

Action
Finish

O When | jog on
O When a specific event s logged

< Back Next > Cancel

I [
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Using the Task Scheduler

n Use the various boxes to choose when the task starts and how
it should recur from then on. Click Next to continue. You now need to
choose the Action being triggered by your choices in the previous steps.

For now let’s stick to a timed trigger. Choose Weekly and click Next.

Actions

Task Scheduler (Local) Task Scheduler Summary (Last refreshed: 13/07/2016 10:23:39)
 Task Scheduler Library o

Create Basic Task Wizard X

@ Weekly

Ciefesbec ek Start: [13/07/2016 - | [102612 2] [ Synchronize across time zones
Trigger
Recur every: weeks on:

Action
Enih [0 Sunday  [] Monday [ Tuesday [ Wednesday

O Thursday (] Fiday [ Saturday

[ <mee | [ Cancel

n The main action is Start a Program or app but you can also
choose to send an email or display a message. If you choose

to send an email, you will then need to complete things like recipient

address and the message itself. If you choose to display a message, you

will need to write it.

n You can also add optional arguments, which some programs

support. For example you can specify the /AUTO argument
with CCleaner to automatically run CCleaner on a schedule. The exact
arguments supported will differ between programs and if you’re not
sure, itis best to check.

) I3 brary | - g
Create Basic Task Wizard X
B)] startaprogram
Create a Basic Task
{Tngger Program/script:
Weey [CCleaner |
Action
25 e optiona !
= Srifts 1
< Back Next > Cancel

Get creative. Task Scheduler doesn’t just need to be used to run

you can use the Task Scheduler wizard to create a task that opens the
program for you automatically according to the schedule you choose.

CCleaner or Defrag. If you use a specific program on a regular basis,

&

Lol ol N

Create Bacic Tack Wizard X
] acton

Create a Basic Task
What action do you want the task to perform?

O Send an e-mail (deprecated)
O Display a message (deprecated)

H P——

For this guide, we will look at starting a program. You can now

type the name of the program or script in the Program/Script
field. If you prefer you can click Browse and search through available
programs to find the one you want to start. You are looking for .exe
(executable) files here.

File Acion View Help

e m 3

open % h
D THEPC > LocalDiek(S) 5 Windows » System32 > vlo] | semchsystemz »

Organize »  Newfolder

= @

Date modificd Tpe

+ Quicksceess i

f
i
H

G sceens ) Windows Applcationtodel Core i
B vioros ] Windows ApplicationModeldi

)
| Windows ApplcstionModel tore
 Windows Applicatontodel Sore Tetin

You can now review the completed task creation by clicking
Finish once. If you are happy with all of the settings, etc. click

Finish again. If you want to change anything, use the Back button

to navigate to the relevant section. You can also choose to open the

Properties after finishing.

Create Basic Task Wizard 3
'li Start a Program
Crestea asic lask
e Brogram/script
e [C\Windows\System32\Defrag oxe =]
Acton
£t srgimen: Gptlonalr
(e Startin (optional):
<Back. Net> | Cancel
M [

s [ Task ibary | | .
Create Basic Task Wizard x
Summary
Create a Basic Task
Tt Nerrie
juediy Description: [ This s @ new task to be scheduled....
Action ¢
Start 2 Program
Triggen | Weekly; At 10:26 every Monday of every week, starting 14/07/2016 ]
Action:  [Sterta progrem; C:\Windows\System32\Defreg e ]
[] Open the Properties dialog for this task when | click Finish
When i d ¥
<geck | [ Bsh || Concel

= = T
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TASK SCHEDULER IN WINDOWS 10

Although the method of creating and managing tasks manually is the
same in Windows 10 as it was in 7 and XP, if you are using a portable
device, the way the OS prioritises tasks has changed. This change is due
to the new Battery Saver mode, which is able to postpone certain tasks
if they meet certain criteria.

Modifying or Deleting Tasks

=

System
Display, notifications,
apps, power

© =4 R

Network & Interet Personalization Accounts
Wi-Fi, irplane mode, Background, lock
screen, colors

Devices
Bluetooth, printers, Your accounts, emal

sync, work, other users

T e
S ¢ & O
Time & langusge Ease of Access Update & security

Speech, region, date Narrator, magnifier, Windows Update,
high contrast recovery, backup

vacy
Location, camera

If Windows 10 detects that the user isn’t using their computer, it
considers the system idle. This means that some scheduled processes
won’t execute. For example, disk optimisation runs at set intervals when
the computer idles. However, when operating on battery power, running
disk optimisation on a spin-up Hard Disk Drive (HDD) could negatively
affect your system’s uptime.

You may want to modify existing Windows 10 tasks or even delete them altogether. This should always be done with care and

research beforehand.
If you are looking to modify or disable any scheduled task, open
the Task Scheduler. You can just type “Task Scheduler” into
Windows Search and it should show up in the results. If you are creating

or modifying a lot of tasks, it might be worth pinning the Task Manager
to the Start menu.

@ s s o

Looking at the left-hand panel in the Task Scheduler will allow

you to see all of the existing scheduled tasks (Task Scheduler
Library). Click on the folder and the tasks will be displayed in the
middle panel. You can dig down further into the folder structure using
the arrow toggles.

(D Task Scheduler
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File Acion View Help Fie Acion View lielp
e 2mBE o9 2@ dE
kav:::::(:gii Name Status Triggers = O ks(h;"l“‘t'g Neme Status Triggers A
C uler Library ~ (i Task Scheduler Library =
- @ GoogleUpda... Ready Multiple triggers defined Jask Scheduler Liracy, 2 & ® GoogleUpda... Ready Multiple trigqers defined sk Schedules i by,
® GoogleUpda... Ready At 11:51 every day - After triggered, repeat every 1| | ] Create Basic Task... (® GoogleUpda... Ready At11:51 every day - After triggered, repeat every 1| | ] Create Basic Task...
®NewTask|  Ready At 10:26 every Monday of every week, starting 14/] | . Create Task... @NewTack 1 Ready At 1076 every Monday of every week, tarting 141 | . Create Taskc.
Import Task... Import Task..
[ Display All Running Tasks T Dicplay AllRunning Tacke
] Enable Al Tazke Hictory ] Enable Al Tasks History
7 New Folder... 1 NewFolder...
View » View »
< > < >
G Refresh @ Refresh
General Triggers Actions Conditions Settings History (disabled) B Hep General Triggers Actions Conditions Settings History (disabled) Help
T %z
Name: Mome:  [GoogleUpdateToskMachineCore
‘Selected em - Selected ftem -
Loation: \ » Run Location:  \ 5
Author.  WORKGROUP\DESKTOP-6AMOKMHS i e Author:  WORKGROUP\DESKTOP-SAMOKMHS o o
Description: [Keepsy TFthis task s dsal " Description: [ Keeps your Google software upto dte. i thistaskis il | g 0
i up o dote, - # Do will ot be kept up to dotc, meaning sccurity vlnerabilt
Epott. f Eport
© Properties & propetties
K Delete K Delete
Secunty options Help Sccurity options H e
When running the task, use the following user account: When running the task, use the following user account:
SYSTEM SYSTEM
Run only when user s logged on Run only when user s ogged on
Run whether user i logged on or not Run whether user i logged on or not
D 0o The task il ‘
Run with highest pivileges o Run with highest prvileges n
< = < >




Using the Task Scheduler

n For example, click on the left facing arrow for Microsoft. Then The properties pane shows the triggers and conditions that
click on the left facing arrow for Windows. From the list of entries control the Defrag utility’s behaviour. If you want the process to
that appear, find the Defrag option and click on it. In the centre panel, run regardless of Battery Saver, you'll need to make sure that none of
double-click on ScheduleDefrag. This will open a new properties pane. the triggers are idle state, or are part of auto maintenance. They must

run though when logged out.

» o NewTrigger x

Beginthetosk: | On a schedule
Settings

Ger
| — g
| © onctime | S [v7o0t6 G- 10508 2] 0 ez cosimeronee
1 Obsiy

| Oues

‘ O Monthly

Advanced setings
01 Dy sk o 0 o deley:

[ Repest toskevery: 1 hon de

(0] Stop task it runs fonger than:
O esgire: 130772017

| & Enebieu

Turn Off Task Scheduler

Although there is no simple switch to turn off individual tasks or to turn off the Task Scheduler as a whole, you can disable it in another way.

To turn off or disable the Task Scheduler temporarily whilst in n You should see the Task Scheduler in this list. Right-click on the
Battery Saver Mode, as turning it off all the time could adversely entry and choose Disable from the contextual menu. To re-enable
affect performance, you need to open the Task Manager. You can it, simply right-click and choose Enable from the contextual menu.
search for this using the Cortana search field or by looking in Start Remember to turn this service back on after leaving Battery Saver Mode.
menu > All Apps. S I
e T

24% 17% 70% 3%
1| Name cPu y

1 Service Host: Local Service (Nol... 0%  28MB OMB/s  OMbps

Service Host: Local Service (No ... 0% 102M8 OMB/s 0Mbps
N Service Host: Local System (14) 0% 383MB 0OMB/s 0Mbps
| e
NG ooy e
Geolocation Service
1P Helper
Server
| e
Task Scheduler
e
E User Manager
1 G s
Windows Management Instru...
n You can also open the Task Manager by pressing the key The Task Scheduler offers much more than optimized battery
combination Ctrl + Shift + Esc. Next locate the entry for Service ' performance. It can automate boring processes, including
Host: Local System (followed by a number) on the processes tab and suspend and sleep. For anyone looking to shave a few precious minutes
click on the left facing arrow to show the full list of processes inside. off their work routine, the Task Scheduler is a must have tool.

o
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Windows 10 Advanced Guides

Managing Your

Notifications

If you’ve used a modern smartphone, you’ll be all too familiar with Notifications, those urgent little messages that
tell you something has just happened. Windows 10 seems to have embraced notifications in a much bigger way

than older versions. This is how to manage those pop-ups.

It’s a feature of modern life in the digital age that we don’t have to
remember things anymore. Just a decade or so ago we used to have to
remember dozens of phone numbers but with mobile phones now storing
all our contacts we’re lucky if we can remember our own number. We

used to have to remember facts but today we have Wikipedia constantly

atour fingertips. We used to have to remember appointments and tie a
knot in a hanky to remember to buy a pint of milk but these days we have
Notifications to remind us of everything. These changes in the ways that we
find and use knowledge is actually changing the ways that our brains work;
as we rely more on machines to store and recall everyday information, our
memories are becoming less efficient, although our critical faculties may
be improving to help us weed out false information. Whether this is a good
thing or not, only time will tell.

Notifications have become an everyday fact of life for anyone who uses a

smartphone, tablet or personal computer. All through the day you’ll hear
that insistent little “ping” that lets you know that you’ve received an email,

Notification Settings

or one of your friends has posted another cat picture on Facebook and that
you’ve only got 15 minutes to get to the dentist. While they can certainly

be useful for anyone trying to juggle a job, family and busy social life, if you
don’t manage your notifications you’ll never get a moment’s peace. The
same is true of Windows Notifications; if you don’t set them up properly
you’ll be constantly notified about things that you just don’t need to

know about.

First introduced with Windows 8, Notifications are the messages that
pop-up in the bottom right-hand corner of your screen, reminding you of
calendar events, letting you know that you’ve got emails and generally
keeping you informed about what’s going on with your life and your
computer. There’s no doubt that Notifications are useful, especially when
they remind you of a forgotten appointment or signal the arrival of an
important email. However if you don’t take a firm hand with them you
can be overwhelmed with pop-up messages about trivial Twitter posts or
friends’ Facebook status updates.

In Windows 10 you can choose what sort of Notifications you receive and even decide which apps can post Notifications and what type of
Notifications each app can use. Read on to find out how you can manage your notifications.

L Toview your recent Notifications, click on the Action Center icon
in the System Tray area of the Taskbar, at the bottom right of the
screen. It’s the one that looks like a rectangular speech bubble.

No new notifications

10:33
(]
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71 The Action Center sidebar will open, showing all your recent
Notifications, as well as a panel of buttons at the bottom of the
screen. Click on All Settings to open the Settings screen.

8 i A =
Tablet mode
E3 b = 9))

Night light

Network Location Connect

All settings Project Focus assist

o
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Managing Your Notifications

n On the Settings screen, click on System and then in the sidebar
menu on the left of the System screen, click on Notifications
& Actions.

& Settings
£33 SYSTEM

Display

Quick actions

Choose your quick actions

Apps & features @ & | ‘ @ |
Multi-tasking
Tablet mode Select which icons appear on the taskbar
Power & sleep Turn system icons on or off
Storage Notifications
Offline maps Show me tips about Windows
@D of
Default apps

Show app notifications

n Under the Notifications header you'll see a row of five switches
controlling general Notifications options. By default they’re all set
to on except “Hide notifications while presenting”.

Notifications

Show me tips about Windows
@ on

Show app notifications

@ on

Show notifications on the lock screen

@ on

Show alarms, reminders and incoming VOIP calls on the lock
screen

@ on

Hide notifications while presenting

@ or

n If you don’t want any of your installed apps to be able to send you
Notifications, set the switch for “Show app notifications” to off.
You can also tumn off “Show me tips about Windows”.

Notifications

Show me tips about Windows
@ off
Show app notifications
@ off
Show notifications on the lock screen

@ on

Show alarms, reminders and incoming VOIP calls on the lock
screen

@ on

H Scroll down further and you'll find a list of installed apps that can
send Notifications, each one with a switch. To disable
Notifications from individual apps, flip that app’s switch to off.

Show notifications from these apps

AAM Updates Notifier Application @ Off
Off
AcroTray @ Off
off
Adobe Reader and Acrobat Manager @ Off
Off
Calendar 0 On

On: Banners, Sounds
Dropbox 0 On
On: Banners
Facebook 0 On
On: Banners

n Google Drive 0 On
On: Banners

If you just want to see important Notifications, try setting
everything except Mail, Calendar, News and Windows Explorer

—_——

Calendar m On
On: Banners, Sounds
Dropbox (D Off
Off
Facebook @ off
off
Google Drive @ Off
Off
Mail @ on
On: Banners

5z] News o On
On: Banners, Sounds

n Ifyou click on the list entry for a particular app you see further
options, allowing you to turn off Notifications for that app, just

turn off the on screen banner notifications and also toggle whether the
notification plays a sound.

53 FACEBOOK

Motifications
@ on
Show notification banners
@ on

Play a sound when a notification arrives

@D or
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Windows 10 Advanced Guides

Disable Unneeded

Start-up Items

Windows 10 launches pretty quickly when it’s newly installed but as you install more apps it may slow down over
time. Any app that starts and runs automatically in the background will be using up precious processor resources.

Here’s how to keep that initial fast launch speed.

CUSTOMISING START-UP

If you first installed Windows 10 on a clean hard drive you probably
notice that it launched much more quickly than Windows 8.1 ever did.
However over time, as you’ve installed more programs, you may have
noticed that the once sprightly boot-up time now takes noticeably
longer. The reason for this is that many programs add files to the
Windows start-up process, which are run as Windows launches, slowing
down the launch process.

Some of these files are genuinely useful, doing things like updating your
anti-virus software or launching and synchronising Dropbox, OneDrive
and Google Drive; others are simply checking for software updates or
initialising drivers for seldom used hardware. Some software
manufacturers, notoriously Apple and Adobe, often install several
start-up files at once and even if you disable them as we’re about to show
you, any subsequent software updates will re-activate the start-up files.
This is particularly annoying, since the more of these start-up items there
are, the slower Windows will launch.

You may have looked at these start-up items before and wondered
whetheror not it’s safe to remove them. The simple answer is yes, it’s

To get started, right-click on the Start button and select Task
Manager from the power menu. This shows you a list of your

currently running apps. To see more, click on the “More details” button
at the bottom of the screen.

1B Task Manage
& Adobe Photoshop CS6

Programs and Features @ Firefox (32 bit)

Power Options (W] Microsoft Word (32 bit)
Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

() More details

File Explorer
Search

Run

Shut down or sign out »

Desktop
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perfectly safe; none of the start-up files are vital to the running of your
PC and all of them can safely be disabled. Disabling a start-up file will
not uninstall the software that it launches; all the apps that they affect
can be started manually when needed and Windows will start-up
completely safely without them. The only one you really need to leave in
place is the one that starts up your anti-virus software, unless you’re
relying on Windows Defender, since you do need your PC to be
protected from the moment it starts. In some cases the anti-virus
software launcher will not even appear in the list to prevent you from
accidentally disabling it.

If you regularly use a cloud storage service such as Dropbox, OneDrive or
Google Drive you might also want to leave the start-up files for these
active, since they ensure that your files will be synchronised
automatically as soon as your PC boots up and you won’t miss any
important updates the day before an important deadline!

Fortunately there’s a very simple way to check and if necessary disable
these start-up items, restoring your Windows launch speed to its former

brisk pace. Here’s what you need to do:
The More details view shows you not just running apps but all the
other services and routines that Windows is currently running, and
there are a lot of them! However what we're interested in is found on the
Start-up tab, so click on that.

18 Task Manager - O
File Options View
Processes Performance App h:s(os:rs Details Services

% 4% 38% 0% 0%
Name Status CcPU Memory Disk Network
Apps (5)
> . ‘Adobe Photoshop CS6 0% 2334MB OMB/s 0 Mbps
> @ Firefox (32 bit) 17% 1624 MB 04 MB/s 0.1 Mbps
> [E Microsoft Word (32 bit) 0% 127M8 0MB/s 0Mbps
> (3 Task Manager 0.3% 12m8 OMB/s 0 Mbps
> s Windows Explorer (2) 05%  529MB OMB/s  OMbps

Background processes (55)

> [ Adobe Acrobat Update Service (... 0%  03MB  OMB/s  OMbps
IE Adobe CS6 Service Manager (32... 0%  12MB  OMB/s  OMbps
[&] Application Frame Host 0%  22MB OMB/s  OMbps
> [ Bonjour Service 0%  O07MB  OMB/s  OMbps
[ COM Surrogate 0%  0SMB  OMB/s  OMbps
[8 Cortana 0%  639MB  OMB/s  OMbps
[¥] Device Association Framework .. 0%  41MB OMB/s  OMbps
€% Dropbox (32 bit) 0%  959MB  OMB/s  OMbps
&) dynamiclinkmanager (32 bit) 0%  67MB  OMB/s  OMbps
> [ EPSON Status Monitor 3 0%  OIMB  OMB/s  OMbps




Disable Unneeded Start-up Items

The Start-up tab shows you a list of the apps that run every time

you launch Windows. On the left column is the name of the app,
followed by the manufacturer’s name, then the status: enabled or
disabled. The right column shows the impact on start-up speed.

le Options

Processes Performance App history SWrt-Up Users Details Services.

Name

Publisher

= tartup Utility
BIOS detect tool

3 Dropbox (3)
33 Dropbox Update ()
&) EPSON Status Monitor 3

2 GamingMouseEditor.exe
> & Google Drive 2)
@ iMunesHelper
@& Microsoft OneDrive
{8 NVIDIA Backend
[7] NVIDIA Capture Server Proxy
7 Program

o}l Realtek HD.

DeviceVM, Inc.
Dropbox, Inc.
Dropbox,Inc.
SEKO EPSON CORPORA...

Google
Apple Inc

Microsoft Corporation
NVIDIA Corporation

NVIDIA Corporation

I Sony PC Companion
@ USE 2.0 Monitor

Sony
NEC Electronics Corpore...

Status

.. Disabled

Disabled
Enabled
Enabled
Disabled
Disabled
Enabled
Disabled
Enabled
Enabled
Disabled
Disabled
Disabled
Disabled

Disabled

Start-up impact
None
None
High

Low

Next you need to look through the list and decide which

programs you really need to have starting up at launch, paying
particular attention to any high impact apps. Things like iTunes Helper
and cloud storage apps are prime examples.

Processes Performance App history Start-up Users Details

Name
[ Adobe Updater Startup Utility
BIOS detect tool
33 Dropbox (3)
42 Dropbox Update (3)
B EPSON Status Monitor 3
2 GamingMouseEditor.exe
> & Google Drive )
(@ iTunesHelper
@ Microsoft OneDrive
B NVIDIA Backend
[] NVIDIA Capture Server Proxy
[7] Program
#f]| Realtek HD Audio Manager
T Sony PC Companion
& USB 3.0 Monitor

Publisher

Adobe Systems Incorpor...

DeviceVM, Inc.
Dropbox, Inc.

Dropbox, Inc.

SEIKO EPSON CORPORA...

Google
Apple Inc.

Microsoft Corporation
NVIDIA Corporation

NVIDIA Corporation

Realtek Semiconductor

Sony

NEC Electronics Corpora...

Services

Status
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

Start-up impact
None
None
High
Low
None
None
High
None

High

None
None
None

None

None

To disable an app, select it and click on the Disable button at the

bottom of the window. If you’re wondering which apps it’s safe to
disable, the answer is all of them; Windows will still run, however it’s best
to leave your security app as an enabled start-up item.

> & Google Drive (2)
(&) TunesHelper
& Microsoft OneDrive
8 NVIDIA Backend
[] NVIDIA Capture Server Proxy
[] Program
#4| Realtek HD Audio Manager
fs Sony PC Companion
£ USB 3.0 Monitor

~) Fewer details

Google

Applenc.

Microsoft Corporation

NVIDIA Corporation

NVIDIA Corporation

Realtek Semiconductor

Sony

NEC Electronics Corpora...

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

High
None
High

Low

Note that disabling an app in the start-up menu doesn’t uninstall

the app from your system, and you can always start any app you
need manually. All disabling an app in the start-up list does is to prevent
it from starting on launch.

Google Earth

Groove Music

Health & Fitness

iTunes

About iTunes

® e

R -
B uriper Networks

Calendar

Monday

18

Adobe
Photoshop CS...

|

Nexus Mod
Manager

[er]

Adobe Bridge
CS6 (64bit)

7 Once you've been through the list and disabled any apps that

don’t need to start on launch, close the Task Manager and try

restarting your PC. You should find that it now boots up more quickly.

[ Documents
| Downloads
& Music
B Pictures
B Netw

FileE Shut down

Sleep

setin Restart

Maps App -

Calendar

Monday

18

Adobe
Photoshop CS...

]

Nexus Mod
Manager

[er]

Adobe Bridge
CS6 (64bit)

Whenever you install a new app it's a good idea to check the
start-up list again to make sure that it hasn’t added itself to
your launch process; if it has, simply disable it to maintain your fast

boot-up time.

=k

File Options View

Processes Performance App history Start-up Users Details

Name
&1 EPSON Status Monitor 3
2 GamingMouseEditor.exe
[] Program
fs Sony PC Companion
[7] NVIDIA Capture Server Proxy
@ iTunesHelper
[ Adobe Updater Startup Utility
& USB 3.0 Monitor
& Microsoft OneDrive
23 Dropbox Update (3)
> & Google Drive (2)
B NVIDIA Backend

P RINS detact tnal

Publisher

SEIKO EPSON CORPORA...

Sony
NVIDIA Corporation

Apple Inc.

Adobe Systems Incorpor...

NEC Electronics Corpora..

Microsoft Corporation
Dropbox, Inc.

Google

NVIDIA Corporation

NevicalVM Inc.

Services

Status
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Enabled
Enabled
Enabled
Enabled
Enabled

Frahled

Start-up impact
None

None

None

None

None

None

None

Not measured
High

Low

High
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Windows 10 Advanced Guides

Working on
Dual Monitors

With a second monitor and the required connectors on your PC, setting up Windows 10 to display over two screens
is easier than ever. Aside from looking pretty cool, having a second monitor can really help to increase productivity,
and allow you to stay more organised when you are at your computer.

Setting Up Dual Display

Matching up the resolution and size of your two chosen monitors will give the best results but even mismatched monitors can work really
wellin dual format.

You will obviously need to ensure that your PC has the requisite n You will now need to configure the dual monitor setup to your
connections for two monitors (two HDMI, VGA or DVI ports, or a liking. Windows 10 allows you to easily choose how the dual
combination of these). Check the back of your PC tower or the side of monitors display. Press Windows Key + P to see the Project side panel.
your laptop to find out. With your PC turned off, connect both monitors Here you can choose from PC Screen Only, Duplicate, Extend or Second
to the available ports. screen Only options.

Boot up the computer and log in. Windows should automatically n PC screen Only and Second Screen only are fairly self-explanatory,
detect that two displays are connected and you should see both displaying an image on one or the other screens. Duplicate is also
of them displaying a desktop. Your main display will have all of your fairly easy to understand, showing exactly the same display on both
icons on it, whilst the new second display will be blank apart from the screens. Extend turns the two monitors to one long screen that you can
taskbar along the bottom. spread out across.

AP —F
par\

o | [P

AR ten
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Working on Dual Monitors

n The Extend option is the one which needs the most setting up. On n If you don’t want to see the taskbar on both displays, go to
the main display, right-click anywhere on the desktop and choose Settings > Personalisation > Taskbar, and scroll down to Multiple

Display settings from the Action menu. Scrolling to the bottom of the displays. You can then choose to turn off the taskbar on the second
display settings gives you another way to choose the display mode. display. You can also spread a single wallpaper across both screen by
selecting Span in Background settings.
- o
@ Home Display s a
NE—
i @ Home Taskbar
System. Colour Turn system icons on or off
ik E‘;T,‘” s Multiple displays
e S wagand St st s
= Sl Scale and layout fEE : :
2 reonmis it sl 2 o e
© Power & sieep 150% (Recommended) ] 0 Thares
- pr—— Conbine s ot sk
s idion A Fonts ‘Aviays hide labels '
Gl i 3840 x 2160 (Recommended) | = san
it Muli-tasking Orientation S Taskbar People
& Landscape Show contacts on the taskbar
Oon
gl sorms Misiple displays Choose how many contacts to show
< Remote Deskiop. Multiple displays 3
ol o e it

n At the top of the display settings are the two displays side-by-side. n Spreading out across the two monitors in Extend mode is as easy as
Lis your main display and 2 is the secondary display. Which side clickingand dragging a window, be that a browser window, app or
of the screen the two monitors “join” at (which side allows you to move anything else, to the “joined” side of the main screen. Just keep the mouse
on to the second monitor) is controlled by dragging the display boxes pointer moving and it will continue on to the second screen seamlessly.
here to the left or right.

Display
Select and rearrange displays

pplied to al displays.

| v
Colour
o g
@ on
Scale and layout
You can view settings for each display independently, by clicking Depending on the graphics card software you have installed
on one you want to see, and then scrolling down. You can change (Radeon for example), you will usually have further display
the scaling, orientation and resolution of each display to best suit the options for the second monitor in the graphics adapter settings. This
specification of the monitor, if it is the case that the two monitors have might include Virtual Super Resolution and GPU scaling, helping you
different maximum resolutions. match up resolution settings.
Sestrgs. - o x
@ Home, Display
o o
T 2 -
8t meibt
O Notifications & actions
Identity Detect
D Focus assist
O Powerisieep Colour
= Night ght n
Storage & on
@ Dbcmate
Mk ckicg Scale and layout
&1 Projecting to this PC -
P —
X shared experiences 3200 x 1800
5 e e
0 b e
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Windows 10 Advanced Guides

Windows 10
Registry Tweaks

The Windows Registry can be a scary place to visit if you don’t understand how things work. It is true that there
are often simpler ways to action some of the changes shown below but understanding the inner workings of your
Windows 10 PC is key to understanding how to accomplish more with your screen time.

WHAT IS THE REGISTRY?

The Windows Registry is a hierarchical database that stores Windows Registry .INI files stored each program’s settings as a text
low-level settings for the Microsoft Windows operating system file, often located in a shared location that did not provide user
and for applications that opt to use the Registry. The kernel, specific settings in a multi-user scenario. By contrast the Windows
device drivers, services, Security Accounts Manager (SAM) and Registry stores all application settings in one logical repository, a
user interface can all use the Registry. The Registry also allows number of discrete files, and in a standardised form.

access to counters for profiling system performance. Prior to the

Backing Up Your Registry

Before you edit any part of your system registry, it is always a good idea to make a backup of all keys that you intend to edit. Here we will
look at the simple and quick method of backing up Windows Registry keys.

You can back up any of the keys in the registry by right-clicking on An easier backup method is to make a System Restore point that
any of them in the editor and then selecting Export. This will save includes a snapshot of the registry. Go to Start, type restore, select
into a.reg file that can be run to reapply the old value of that key at a later Create a restore point, select a drive and click Configure. . ; then pick
date. This is the minimum backup step you should take before editing. Turn on system protection, set the Max Usage space and click OK.

I Registry Editor

File Edit View Favorites Help System Properties

v I Computer Name Type Data
HKEY_CLASSES ROOT || s
25 (Defautt REG.SZ lue not
W neconsoinvsex ! *] Defauit) = value not set) Computer Name  Hardware Advanced System Protection  Remote
v HKEY_LOCAL MACHINE
BCDO000000O | ") Use system protection to undo unwanted system changes.
v HARDWARE = “é
ol B Export Registry File X <
DESCRIPTION |
E | Document v s @
DEVICEMAP oo | [ . LEded= S ks
RESOURCEMAP || * Neme Date modified Type
S Gar 13/07/2016 0008 File folder 3
SECURITY o Weems o You can undo system changes by reverting ‘ po
- SOFTWARE your computer to a previous restore point. | SITETIEEEEe
.| SYSTEM 7]
ActivationBroker || Desktop
Controlet001 |
CurrentControlset = Protection Settings
DriverDatabase =
ibraries
? -} HerdwareConfiy Available Drives
v Keyboard Layout [
Preoad - i Local Disk (C:) (System)
Substtutes || This PC
Maps
MountedDevices || ‘
ResourceManager || st E 2
ourcePolicyStore . —_—
e Rename: [ v [ Configure estore settings. manage disk space. | Corfigure
Select ‘ Saveastpe:  |RegstatinFlesCre)) v | Cancel and delete restore points.
setup || Bt
e ‘ oa Create a restore point right now for the drives that | T |
7. l}’:::S © Selectedbranch have system protection tumed on. L |
HKEY CURRENT_CONFIG | WY LOCH WAGHNE STSTEM Voo L\ ntn
| S
[ Cancel | [ 0el
|

Layout\Substitutes
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Windows 10 Registry Tweaks

Registry Tweaks

So let’s get down to tweaking some registry keys. Registry keys always start with HKEY, followed by the location in the file system. Once you
find and select the HKEY you want, you will see that further options are available.

1SS LT E | To open the registry editor, all you have to
do is open the Run prompt with Windows

Key + R, then type in regedit and hit Enter. If you know a certain value
you want to change, you can navigate through the registry to find it by
clicking the + sign next to each regjstry key.

—  Typethe name of a pro\e
resource, and Windows g

X

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Browse...

PRNTECENREN CETMIEREETEN A |n Registry Editor, go to
following key: HKEY__

LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\Explorer\Advanced

In the right side pane, create new DWORD
UseOLEDTaskbarTransparency and set its value to 1.

3. Prevent Windows Update from In Registry Editor, go to
following key:
HKEY_LOCAL_MACHINE\

SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AUkey

Automatically Restarting

Right-click in the right pane and create a new 32-bit DWORD value named:
NoAutoRebootWithlLoggedOnUsers. Set its value to 1.

4. Disable System Tray Notification Balloon Pop-ups

In Registry Editor, go to following key:
HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Explorer\Advanced

Create a new DWORD value, name it EnableBal loonTips and set its
value to 0.disable Wi-Fi Sense and Application Telemetry.

S R [ T R e I Registry Editor, go to following
key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\Explorer\
FolderDescriptions\<FOLDER-GUID>\PropertyBag.

Substitute the <FOLDER-GUID> above with one of these:
Desktop: {B4BFCC3A-DB2C-424C-B029-7TFE99A87C641}
Documents: {f42ee2d3-909f-4907-8871-4c22fcObf756}
Downloads: {7d83ee9b-2244-4e70-b1f5-5393042af1e4}
Music: {a0c69a99-21c8-4671-8703-7934162fcf1d}
Pictures: {0ddd015d-b06c-45d5-8c4c-f59713854639}
Videos: {35286a68-3c57-41al-bbbl-0eae73d76c95}

If ThisPCPolicy is set to Show, then the folder is visible. If you change it
to Hide, then the folder will be invisible.

“2) ocuments

& e
8

L]
b
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Windows 10 Advanced Guides

Add a Shutdown
Timer to the Desktop

Ashutdown timer allows you to delay the shutdown of your computer in the event that you need to leave it on
while it completes a particular function, software updates for example, but can’t stay around to shut it down
manually. The process s fairly straightforward and the timer is unobtrusive.

Adding the Timer

Before you can add a shutdown timer to the desktop, you need to understand how to create one using the Command Prompt tool. The
initial set up might seem slightly complicated but is much easier after the first time.

The first thing you need to do to create a shutdown timer : Press Enter to complete the command and set the timer going;

manually, is open the Command Prompt. You can do this easily you won’t see anything on screen just yet, that part comesin a
by pressing Windows + X and then selecting “Command Prompt” or moment. If you input the wrong time or entered the command by
“Command Prompt (Admin)” from the menu that appears. mistake, you can cancel the timer by typing shutdown -ain

Command Prompt.

B Administrator: Command Prompt

In the Command Prompt, type the command shutdown -s -t You can do this each time you need to use a shutdown timer,

XXXX. The “XXXX” should be the time in seconds you want to which is not really a problem if you only rarely use it, or you can
elapse before the computer shuts down. For instance if you want the create a shutdown timer shortcut that can be placed on the desktop.
computer to shut down in one hour, the command should look like The only real problem with a shortcut is that the shutdown time is fixed.

shutdown -s -t 3600.

B8 Administrator: Command Prompt
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Add a Shutdown Timer to the Desktop

n Right-click on the desktop, hover over New and select Shortcut in n Place the shortcut out of the way on your desktop. Every time you
the side menu. In the path field type shutdown.exe -s -t double-click the shutdown timer shortcut, the timer will start. To
XXXX (where “XXXX” is the time in seconds) and click Next. Enter a name cancel the timer, you can create a second shortcut using shutdown.
for the shortcut, for example “Shutdown 1 Hour”, and click Finish. exe -aorenterthe shutdown -acommandinCommand Prompt.

»+  Create Shortcut
What item would you like to create a shortcut for?

This wizard helps you to create shortcuts to local or network programs, files, folders, computers, or
Interet addresses.

Type the location of the item:

Shutdown 1
Click Next to continue. Hour

COMMAND PROMPT TRICKS

Using the Command Prompt to start a shutdown timer is just one of hundreds of ways this admin tool can be used. Let’s take a look at a
few other ways.

If you are finding yourself using the Command Prompt tool a
lot, these F Key shortcuts can come in very handy.

F1: Pastes the last executed command (character by character)
F2: Pastes the last executed command (up to the entered
character)

F3: Pastes the last executed command

F4: Deletes current prompt text up to the entered character

F5: Pastes recently executed commands (does not cycle)

F6: Pastes /Z to the prompt

F7: Displays a selectable list of previously executed commands
F8: Pastes recently executed commands (cycles)

F9: Asks for the number of the command from the F7 list to paste

2. Command Prompt Help The help command (type 3. Abort a Command Just about any command can be

“help [command]@)elel= el stopped in its tracks with the abort
provide help for every Command Prompt command. However, any command: Ctrl-C. If you haven’t actually executed a command, you
command can be suffixed with the /? option, usually called the help can just erase what you’ve typed but if you’ve already executed it
switch, to display detailed information about the command’s then you can use Ctrl-C to stop it. Remember that even Ctrl-C can’t
syntax and even some examples. undo things that aren’t undoable.

B Admimstrator: Command Prompt ks Administrator: Command Prompt
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Run Ubuntu on a
Windows 10 PC

Itis possible to run a full Linux distribution, like Ubuntu, on a Windows PC without installing it. This is useful for a
number of reasons but initially it is a great way to try out Linux itself, or even a new distribution, before you commit
to installing and using it on your computer.

Creating a Bootable USB Drive

You can try Ubuntu and other distributions from a bootable DVD but it is usually easier and more convenient to use a USB flash drive, and
that is what we will create here.

n To run Ubuntu from a USB stick, you will need one which has at n You now need to get Ubuntu onto the USB stick. This can’t be
least 2GB capacity and preferably more than that (4 to 8GBis done by simply dragging and dropping the file onto the drive, as if
recommended). You can buy a 4GB USB stick very cheaply and as it can you were copying a photo over. You'll need to make the stick a Bootable
be used again for different purposes, it is a useful thing to have if you Drive. One of the best tools for doing this is called Rufus 2.11: https://
don’t already. rufus.akeo.ie/.

# Rufus - Create bootable X

& & C 0| @ nttpsy/rufusakeoie

G Google @ The Write Job Toda,

2 Apps (23 nutrition supplements M Google Android » M -To Geek School 4 Super Hub | G

Format Options
[ check device for bad blocks |1 Pass >
M Quick format

[ Create a bootable disk using  1SO Image S
[ Create extended label and icon files

About.. | | log

1 device found

Rufus is a utility that helps format and create bootable USB flash drives, such as USB keys/pendrives,
memory sticks, etc

It can be especially useful for cases where:

« you need to create USB installation media from bootable 1ISOs (Windows, Linux, UEFI, etc.)
ou nee york on 2 em that doesn't have an O alled

n To create a bootable USB from within Windows, the next thing you Once downloaded and installed on your PC, click the icon to
need to do is download the Linux distribution you want to use. We open Rufus and select your USB stick in the Device dropdown.
are using Ubuntu 16.04.1 LTS (Long-Term Support), that can be Click the CD Rom icon next to the FreeDOS dropdown, then find your
downloaded from the Ubuntu download page: www.ubuntu.com/ downloaded Ubuntu ISO and click Open and then Start.
download/desktop.

o Rufus 2:11.995

Device
NO_LABEL (&) (1668]
parttion scheme and target system type

MOR partition scheme for DIOS or UET|

8192 bytes efault)

New volume label

Download Ubuntu Desktop

Formet Options

[ Check device for bad blocks |1 Pass
] unck rormat
Create a bootable ditk using |Frec00S

Ubuntu 16.04.1 LTS [ crste extended abet and confiles
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Run Ubuntu on a Windows 10 PC

Click ‘Yes” when you’re asked to download Syslinux software and 6 If you are wondering, Syslinux is a boot loader for the Linux

then ‘OK’ to write in ISO Image mode. Confirm that your USB stick is | operating system that runs on an MS-DOS/Windows FAT
selected and then ‘OK’ to continue. The process may take a few minutes, filesystem. It is intended to simplify first-time installation of Linux and for
so be patient and wait for the message to tell you it is completed. creation of rescue and other special purpose boot disks.

Local boot

Fedora Core 5 Install i386
Fedora Core 5 Install x8i
Fedora Core 4 Install &
Fedora Core 4 Install
Restart network boo
linux

single

multi

srsingle

srmulti

nesingle

13 ON DEVICE NO_LABEL (€ (16GBT WL B¢

ion lick OK. o qui chck CANCEL

3
> fedora/5/i386/uml inuz initrd=fedora,5-/i386/initrd.imgy ramdisk.size=8192_

Booting from a USB Drive

Now you have the Linux ISO file (in our case, Ubuntu) copied onto your bootable flash drive, you are ready to boot into the OS. Here is the
exact process you will need to follow to change the boot order.

Turn off your Windows computer and insert the USB drive with Once into the Set up/BIOS screen, look for the option to change the

the Ubuntu ISO file on it. You now need to tell your computer to | ‘Boot Device’ This may be on the main screen, or within the System
boot from that USB stick and not from the hard drive, and therefore tab/section. Depending on your computer and how your USB key was
Windows, as it normally would. Some newer computers can start-up formatted, you should see an entry for ‘removable drive’ or ‘USB media’

automatically from USB.

When disabled. force

Manufacturer:Intel the XD feature flag to

Brand String:Intel (R} Core(TM) i? CPU 870 always return 0.

Frequency

BCLK Speed

Cache L1

Cache L2 3

Cache L3 :8192 KB

Ratio Status:Unlocked (Min:09, Max:22)

Ratio Actual Value:22

CPUID :106ES

CPU Ratio Setting 22.01 - Select Screen

CIE Support [Enabled] T4 Select Item

Harduware Prefetcher [Enabledl = Change Option

Ad jacent Cache Line Prefetch [Enabled] Bl General Help

Max CPUID Value Limit [Disabledl F10 Save and Exit

Intel ® Uirtualization Tech [Enabled] ESC  Exit

CPU TM Function [Enabled]

E
If your computer does not automatically do this, you will need to 4 Move this to the top of the list to force the computer to start from
change the device from which the computer starts up to the USB. . USB rather than the hard disk; save your changes and continue.

You can usually do this by watching for an ‘Enter Setup’ message Choose your preferred language and click on Try Ubuntu. Your live
appearing before Windows starts and pressing the key shown (this varies desktop should appear. If you then want to, double-click on ’Install
between devices). Ubuntu 16.04 LTS.

Espanol =

Esperanto

Euskara

Francais

Gaellge

Galego

Hrvatski

isenska S
Italiono

Kurdi Try Ubuntu Install Ubuntu
Latviski n

Lietuviskai

o You can try Ubuntu without making any changes to your computer, directly from this CD.
Nederlands Or if you're ready, you can install Ubuntu alongside (or instead of) your current operating system. This
Norsk bokmal shouldn't take too long.

Norsk nynorsk

Polski
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Defragment

Your Hard Drive

Over time the data stored on your hard drive may get fragmented and become slower for your system to access.
Windows has always included tools to clean up these fragments and Windows 10 is no different. Using the built-in
Windows utility to tidy up can greatly improve performance.

HARD DRIVE HEALTH

While hard disk drives provide cheap, fast and reliable bulk storage for
digital data, they do suffer from one major problem. Using protocols
that date back to the days when computer data was stored on big
reels of magnetic tape, data is written onto the hard drive sequentially,
so that it’s faster to read off again. This is fine at first since the data is
stored in neat blocks or sectors that it’s easy for the system to find. A
brand new hard drive will use its storage space efficiently for optimum
performance, saving files in a neat orderly sequence. However over
time you’ll inevitably delete some files, or replace others with larger
ones, and the hard drive tries to cope with these changes by splitting
data files up to fit into available empty space on the drive. This can
mean that your files are broken up into pieces scattered all over the
drive, which can radically slow down access times both when saving
data and when you come to read the data from the drive. The system
doesn’t lose the data but a hard drive is a mechanical device with
moving parts, and the physical process of moving the read-write head
to and fro over the drive platter from one sector to another takes a
finite amount of time, and the more the head has to move the slower
the access time will be. After a few years of heavy use a hard disk drive
can become so fragmented that it slows to a near crawl as the system
Logon to your PC as Administrator. You'll need to be using an
Administrator account in order to perform the disk
defragmentation process.

& Settings

£33 ACCOUNTS

Sign-in options

Cliff Smith

Administrator

Billing info, family settings, subscriptions, security settings and
more

Work access
Family & other users Manage my Microsoft account

Sync your settings Sign in with a local account instead

Your picture
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struggles to access the scattered chunks of data. This is one of the
reasons why solid state drives (SSDs) are becoming more popular.
Since they don’t have any moving parts their data retrieval speeds
should remain consistently high regardless of how much data is
stored or how often it is changed. See the previous sections of this
publication if you’d like to upgrade your system to use an SSD.

Fortunately Windows includes an option to “defragment” your drive.
This is an automatic process that reorganises the data on your HDD
back into easily accessible contiguous sectors, making the most of
the available space and greatly speeding up access times. In earlier
versions of Windows this was a manually selected process that you
had to remember to perform on a regular basis, but Windows 10
includes an option to automatically perform an optimisation and
defragmentation procedure on all attached drives on a regular basis.
If your system uses a hard disk, as most do, it’s worth performing at
least the first five steps of this guide, just to see if your system would
benefit from defragmentation. If you’re using an SSD it won’t need to
be defragmented, since SSDs store data in a different way to HDDs but
it can still benefit from optimisation.

»@ Windows.10.Background.Changer.zip

Click on the Start button and open File Explorer. Expand the This
PC file tree so that you can see the list of drives on your system.

b Music

> & Cliff Smith
v @ ThisPC ~ Devices and drives (5)
> [Hl Desktop e System (C:)
> D t .
i My 24,1 GB free of 119 GB
> 4 Downloads
Backup (F:)
> [ Harold ’
> D Music 91.6 GB free of 1.81 TB
> [&] Pictures ~ Network locations (1)
> [@ Videos
. Harold
> ‘aa System (C)
> ua Data(D:)

> o DVD RW Drive (E)
> "W Backup (F:)
7w Apps (G)

~ 4 Libraries

5 =1 Camera Roll




Defragment Your Hard Drive

Right-click on any drive in the list and select Properties. You'll
see in a moment that it doesn’t matter which drive you select at

this stage.

Share with

Restore previous versions

Combine supported files in Acrobat...
Include in library

Pin to Start

(,ﬂ Scan this folder for deleted files

B Addtoarchive...

B Addto "Archive.rar”

B Compress and email...

B Compress to "Archive.rar” and email

Format...
Copy
Rename

New

d.Changerzzip

Properties

> wa DVD RW Drive (E)

~ Folders (6)
- Desktop

} Music

~ Devices and drives (5)

= System (C:)

"

Wy® 241 GB free of 119G
Backup (F)

>

~ Network locations (1)

91.6 GB free of 1.811

Harold

In the Properties window, click on the Tools tab. You'll see that
there are two options available. Click on the button for the second

one, “Optimise”.

< Data (D) Properties X
Secutty  PrevousVewons  Quota  Customise
2 General Tools Hardware Sharing
S Erorchecking rives (5)
‘This option wil check the dive for fle: (c)
s System emors
[Ome ] |
(F)
Optimise and defragment dive
free of 181 T8
. Optimising your computer's drives can help i to run
more efficiently. ions (1)
L
ok | [ Cancel Aoply
L

Documents

2]
=

Pictures

Data (D)

Ny 501 GB free of 1.81 TB
Apps (G)

N 76.7 GB free of 223 GB

This will open the Optimise Drives window. Here you'll see

another list of all the drives attached to your system, when the
optimisation routine was last performed on each one, and how
fragmented it currently is. If your system is operating at peak efficiency

they should all be at 0%.

T Yy

Pictures .
W Optimise Drives - x
Public
| Sereenshots put Dovniosds
optimised. Only dives on or connectedfo your compterar shown.
{ -

G sy b Suns Videos
2 General
=il Drive Media type Lastrun Cunent stas

- (eortiedong Solid state drive. 7:29

= This optl ata (0:) Hard disk drive. 13/01/2016 1329 OK (0% fragmented)

H o~ T [ Sht)  Heddhdie 0NN OKONfngmeed ) ORI E)
3 = App3 () Selid stote drve TOURIE1T2  OK (6 days since st rum)

M = SystemReserved  Solid stte diive Never run Needs optimisation

Optimise s dofe
A
>

s B=R =

= hnalyze G 0ptimise

L

- Scheduied optimisation

- on © Change settings.

4 Diives e being optimised automatically.

- Frequency: Weskly

-
"

a Close

2 T

| oK Cancel opy

B e —

If any of your hard disk drives are fragmented, click on it and then
click on the Optimise button. If it'’s a large drive and very

fragmented the process could take a long time, so only do it if you're not
going to be using your PC for a couple of hours.

& Optimise = x
Ye ise your dri help your computer run ty ly: to find out if they need to be
optimised. Only drives on or connected to your computer are shown.
Status.
Drive Media type Last run Current status
PR— Sold e 0 o ince o )
= Data (D) Hard disk drive Running... Pass 1: 24% defragmented I
wa Apps (G:) Solid state drive 11/01/2016 17:29 OK (6 days since last run)
s System Reserved  Solid state drive Never run Needs optimisation
Stop. ]
Scheduled optimisation
on Change settings |
Drives are being optimised automatically.
Frequency: Weekly
Close
In the lower part of the Optimise Drives window you'll see

Scheduled Optimisation. This should be set to On by default but if
it isn’t click on the Change settings button.

® Optimise

Status

You can optimise your drives to help your computer run more efficiently or analyse them to find out if they need to be
optimised, Only drives on or connected to your computer are shown.

Drive Media type

i System (C) Solid state drive
= Data (D) Hard disk drive
> Backup (F) Hard disk drive
= Apps (G) Solid state drive

= System Reserved  Solid state drive

Last run
18/01/2016 08:53
Running...
13/01/2016 13:30
11/01/2016 17:29
Never run

Current status

OK (0 days since last run)
Pass 1: 24% defragmented
OK (0% fragmented)

OK (6 days since last run)
Needs optimisation

Stop. ‘
Scheduled optimisation
On Change settings |
Drives are being optimised automatically.
Frequency: Weekly
Close

You can set your drives to be automatically optimised by
ticking the Run on a schedule check box and select the interval;

for systems used every day a weekly check is recommended.

Optimisation schedule

[A Run en a schedule (recommended)

yse them to finc

irrent status

Frequency

| Weekly

£ (0 days since |

[4] Notify me if three consecutive scheduled runs are missed

£ (0% fragment:
€ (0% fragment:
(6 days since |

Drives ‘

Choose ‘

zeds optimisatic

oK

Analyse

Scheduled optimisation
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pdating Your

Device Drivers

Keeping your device drivers up to date ensures that your computer delivers optimum performance
under Windows 10 and makes your whole system more stable and reliable. Once you have updated the drivers for
one device, doing the same for any others is relatively easy and quick.

Finding Device Drivers

Windows 10 comes with default generic drivers that will let it talk to most common peripherals but for optimum performance it’s a good
idea to download and install the latest custom made drivers for your hardware.

n Go to the website of your peripheral manufacturer. In this case
we're looking at the website for Epson printers, to install an

update for an R2400 photo printer. Click on the link for product support
and enter the model name and/or number.

EPSON' PRODUCTS | INK | PAPER | SUPPORT | EXPLORE EPSON | EPS

EXCEEDYOURWISION  Sgnin | Track My Order | Iy Account | Reccdr st | Product Regiiraon | Help | Shopping Cart

Home > Support > Epson Stylus Photo KZ400 Ink s & Dowloads

Epson Stylus Photo R2400 Ink Jet Printer

Drivers & Downloads

Windows 10 64-bit (detected) v

Visit our c sty
Premiuin ICC profiles produced by Epson As

Recommended For You

This v 10688

Printer Driver v6.56 +
02007113 | 201MB | opsoni5171exe  Downlosd &

Not what you are fooking for?
View sil comrionds for Wi 10 84t he Sectiors bl o Seiect @ ilfererd operating sysiers
above to reveal other downioads for your product

Drivers

News & Alerts

Utilities.
it 101

» Color Manageme:
(Ganuary 03, 2012)

Licunse Agreement

Some websites (such as Epson’s) can automatically detect the

operating system you’re using and immediately offer you the
latest recommended driver. In other cases you will have to tell the site
that you’re using Windows 10.

SUPPORT & DOWNLOADS

Have we recognised your operating system correctly?

Windows 10 32-bit N~
Linux &

) QUESTIONS
Mac0S76-92
Mac OS X - Intel

FIND

Mac 0S X - PowerPC
MS Dos ac OS X108
NetWare

rint on roll paper
Windows 10 32-bit

DS T VW £ TUU; IR TU0D,

K1900_ R2400, R2880: Which paper path should | use to load thi

How to clear the Temp folder in Windows

How ta nininetall a nrinter driver in Mar N2 ¥
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Once you've entered the model name and told the site that you're
looking for Windows 10 drivers, you should be offered a link to
download the latest driver. Click on the link and download the driver file
to your desktop.

DRIVERS & SOFTWARE -

DRIVERS
Driver (v6.56) 04-Jan-2013 19.10 MBs

Version: 6.56

Release Date: 04-Jan-2013
File Format EXE

File Size: 19.10 MBs

DOWNLOAD

CREATIVITY SOFTWARE

EPSON Easy Photo Print (v2.70.00) 04-Sep-2015 57.89 MBs >
NETWORK UTILITIES
EPSON Network Utility (v6.13) 01-Dec-2015 2.73 MBs >

OTHER SOFTWARE

Epson Print Layout (v1.20) 23-Sep-2015 38.68 MBs b
n If you’re installing a driver for a device that has to be plugged in
and switched on in order to work, such as a printer, make sure
that the device is connected and powered up before proceeding.

venmuon A

v Multimedia Devices (3)
-
° L d

-~

VIERA E30 Series

S0y

Xbox 360

S ) )

Microsoft XPS Send Te One
Document Writer 2010

Harold
~ Printers (6)

=/

Adobe PDF

EPSON Stylus Fax Microsoft Print to

Photo R2400




Updating Your Device Drivers

n Once the driver download is complete, go to your desktop
and locate the newly downloaded file. Double-click on it to
begin installation.

Printer Model

=

EPSON Stylus Photo R2400

[V Set as defautt printer

Version7.8.5EN

n You'll see a message from Windows asking if you want to proceed
with software installation. Click OK to proceed.

n The driver installation should only take a few seconds. When it’s
complete you'll receive a notification telling you that the
installation was successful.

Setup completed.
To update shared file(s), restart your windows.

oK |

n Repeat this process for any other peripherals that are connected
to your system. You don’t need to restart between installations for
different types of devices.

! User Account Control . ’
n Desk G+Space INJA3 Speakers (F
. General Hardware High Defit
Doyuumh allow the following pmgm‘mfrman et
(e uI"I,u,'u"', 1 publisher to make changes to this computer? & HID Keyboard Device Properties X
Program e updstere @ - General Driver Details Everts
Publsher: Unknown 4 - HID Keyboard Device
File origir: Hard drive on this computer 3 3 d
7’ \/)u‘
b Sers Xbox 260 Driver Provider:  Microsoft
— "
%) Show getails | Yes | Driver Date: 21/06/2006
o Driver Version: 10.0.10240.16384
Digital Signer: Microsoft Windows -
Change when these notifications appesr Microsoft Windows
To view details about the driver files.
) ) Thaae D o opdtatha hiversolwars far this devica,
Stylus EPSONStylt Note

. From here on the process is mostly just clicking OK on a series of
windows. Do check that the device driver you're installing
matches the device connected to your PC.

License Agreement

Please read the following License Agreement. You must accept the
terms and conditions of this Agreement to continue Setup.

SEIKO EPSON CORPORATION
SOFTWARE LICENSE
AGREEMENT

IMPORTANT! READ THIS SOFTWARE
LICENSE AGREEMENT CAREFULLY. The
computer software product, fontware, typefaces
and/or data, including any accompanying
explanatory written materials (the "Software")
should only be installed or used by the Licensee
("you") on the condition you agree with SEIKO

TDEAN AADDAD A TTAN /MEDEANTN n et e

Press the Page Down key to see the rest of the Agreement

2400 Photo R2400
L Roll Back Driver

Once you've finished updating your drivers, it's a good idea to
restart your machine, since this should clear out any temporary

files created during the installation process, as well as finalising the
deletion of any old drivers.

\l_, Downloads

Jola AtWork's birthday
Tomorrow all day

J‘ Music

Pictures
Nexus Mod
- Manager

02 setin Restart

Adobe Adobe Bridge
Photoshop CS...  CS6 (64bit)

(’) Power

£= Allapps
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Windows 10
Touchpad Gestures

If you are familiar with using a laptop, you will no doubt also be familiar with using a touchpad or trackpad to
control it. However even if you are used to controlling your laptop with the touchpad, it can be some time before it
feels as familiar as using a traditional mouse. Luckily Windows 10 allows for several very useful touchpad gestures
which, when combined with hotkeys, make using a laptop much quicker and easier.

Place two fingers on the touchpad and slide

TO U C H PA D S ETT | N G S horizontally. This gesture will work in any app
that allows horizontal scrolling, such as the Internet browser.

\lNindovEs 10 contains lsome bdasic touchpa(:] sehttir:jgs when used ;)n a R R ERBEREEEEEDDD———————
aptop but you may also need to get into the hardware settings for ] @ ¥ s % @ < T
yoF:Jr Sarticﬁlar lapilop. You can usgually find this in the taskbargmenu. J ! D =
If not, use the universal search to find “Touch Pad Settings” and click
on “Additional Settings”.

@ Advancedfeature settings

Gestures | Touch Pad  TouchGuard  Others
Gestures

Q [ Enable Pinch Zoom

[ Enable Pan Scrol
[/l Enable inertial Serol
[ Enable Edge Movemert
E [JEnable Pivot Rotation

ﬁ [ Enable 2-inger Tap

“ Enable Crculr Scroling m g [ Enable 3-inger Fick Navigation

[ Enable 3-inger Press
ﬁ [ Enable &-Finger Fick Navigation

Tap the touch pad with one finger when over the item Place two fingers on the touchpad and
you want to select. You can also tap twice to select slide vertically. This gesture is useful for
items that need a double-click. scrolling down through web pages or when reading long text
documents such as Word docs.

L o [ j Ao

blications.com



Windows 10 Touchpad Gestures E

Place two fingers on the touchpad and pinchin

diagonally. This gesture will be familiar to anyone who

uses a smartphone or tablet. Can be used in several core apps,
including Photos.

SBLLAIA RAILA 8 A BB 9 1 o

[ ]
l@@@[

pop-up will usually appear as you zoom, showing you the change from
the default 100%.

| S| A | |l |

Place two fingers on the touchpad and spread out
diagonally. When you change zoom in a browser, a

Context Menu

Tap the touchpad with two fingers or press in the
bottom right corner. This gesture results in the
same as right-clicking with a traditional mouse, usually opening a
contextual menu.

a2 A = T T

Show Desktop

Place three fingers on the touchpad and swipe them
away from you. This is one of the new gestures that

may not work on your device if it does not have a precision touchpad.

Place three fingers on the touchpad and swipe
them towards yourself. Again, this requires a
precision touchpad to work. This can also be achieved by pressing
Windows Key + D.

Switch Windows Place three fingers on the touchpad and swipe

right or left. Requires precision touchpad. You
can also switch between open windows easily by holding Alt and
tapping Tab.

S | Y N [
9183

(][« (=)~ J=0

|
(]
(<]
B
B
(=]
(=]
-]
L]
-]
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Windows 10
Hotkeys

Hotkeys, or keyboard shortcuts, are a useful way to speed up navigating your way around Windows 10, especially
if you are using a laptop and touch pad. Many users know basic Hotkey combinations, such as Ctrl+ C and Alt +

Tab, but there are literally hundreds more to learn. These let you do everything from Snap windows left or right, to
switching between Virtual Desktops. Here are some of the most useful Hotkeys for everyday use.

Basic Hotkeys

Ctrl+C : Copy the selected item

Ctrl+X : Cut the selected item

Ctrl+V : Paste the selected item

Ctrl+Z : Undo an action

Alt+Tab : Switch between open apps

Alt+F4 : Close an active item, or exit an app

Windows key + L : Lock your PC or switch accounts
Windows key + D : Display and hide the desktop
Shift+Delete : Delete item without moving to Recycle Bin

Snap Hotkeys

Windows key + Up Arrow : Maximise current window

Windows key + Down Arrow : Restores window size

Windows key + Left Arrow : Snaps current window to the left
Windows key + Right Arrow : Snaps current window to the right
Windows key + 2 Arrow Keys : Snaps current window into one corner

Typing Hotkeys

Ctrl + C: Copy the selected item

Ctrl + D : Delete the selected item and move it to the Recycle Bin

Ctrl + R : Refresh the active window

Ctrl + V: Paste the selected item

Ctrl+Y: Redo an action

Ctrl+Z : Undo an action

Ctrl + Right arrow : Move the cursor to the beginning of the next word

Ctrl + Left arrow : Move the cursor to the beginning of the previous word
Ctrl + Down arrow : Move the cursor to the beginning of the next paragraph
Ctrl + Up arrow : Move the cursor to the beginning of the previous paragraph
Ctrl + Shift with an arrow key : Select a block of text

Taskbar Hotkeys

Shift + click a taskbar button : Open an app or quickly open another
instance of an app

Ctrl + Shift + click a taskbar button : Open an app as an administrator
Shift + right-click a taskbar button : Show the window menu for the app
Shift + right-click a grouped taskbar button : Show the window menu for
the group

Ctrl + click a grouped taskbar button : Cycle through the windows of

the group
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NEW WINDOWS HOTKEYS

Windows key + A : Open Action Center

Windows key + S : Open search

Windows key + C : Open Cortana in listening mode

Windows key + | : Opens the new Windows 10 Settings menu.
Windows key + X : Opens a system context menu.

Windows key + H : Open the Share charm

Windows key + T : Cycle through apps on the taskbar

Windows logo key + comma : Peek at the desktop

Windows key + Tab : Open Task View

Windows key + Ctrl + D : Add a virtual desktop

Windows key + Ctrl + Right Arrow : Switch to virtual desktop on
the right

Windows key + Ctrl + Left Arrow : Switch to virtual desktop on the left
Windows key + Ctrl + F4 : Close the virtual desktop you're using

]




Windows 10 Hotkeys

File Explorer Shortcuts

File Explorer is your main interface for organising the files you store
on your PC. Here are some useful shortcuts to speed up operations.

Alt + D : Selects the address bar

Ctrl + E and Ctrl + F : Select the search box

Ctrl + N : Open a new window

Ctrl + W : Close the current window

Ctrl + mouse scroll wheel : Toggles through folder size and

layout options

Ctrl + Shift + E : Display all the folders above the selected folder

Ctrl + Shift + N : Create a new folder

Num Lock + asterisk (*) : Display all sub-folders under the selected folder
Num Lock + plus (+) : Display the contents of the selected folder

Num Lock + minus (-) : Collapse the selected folder

Alt + P : Display the preview pane

Alt + Enter : Opens the Properties dialogue box

Alt + Right arrow : View the next folder

Alt + Up arrow : View the folder in which the current folder is contained
Alt + Left arrow or Backspace : View the previous folder

Right arrow : Display the current or select the first sub-folder

Left arrow : Collapse the current selection or select the folder it was in
End key : Display the bottom of the active window

Home key : Display the top of the active window

F11 : Maximise or minimise the active window

PgDn Enter

PIESL RSP Al S IE

Windows key + Home : Minimise all but the active desktop window
Windows key + Shift+Up arrow : Stretch the desktop window to the
top and bottom of the screen

Windows key + Shift+Down arrow : Restore desktop windows
vertically, maintaining width

Windows key + Shift + L arrow or R arrow : Move window from one
monitor to another

Windows key + Spacebar : Switch input language and keyboard layout
Windows key + Ctrl + Spacebar : Change to a previously selected input
Windows key + Enter : Open Narrator

Windows key + forward slash : Initiate IME reconversion

Windows key + plus or minus : Zoom in or out using Magnifier
Windows key + Esc : Exit Magnifier

Dialog Box Shortcuts

Sometimes you may need to open and use a Windows dialog box
when you don’t have access to the mouse or trackpad. For these
times there are keyboard shortcuts to help.

Ctrl + Tab : Move to the right through tabs

Ctrl + Shift + Tab : Move to the left through tabs

Ctrl + number (1-9) : Move to the corresponding tab

Tab : Move forward through the dialogue options

Shift + Tab : Move backwards through the options

Alt + underlined letter : Perform the command corresponding to that letter
Spacebar : Select or clear a checkbox Arrow keys: Select a button

Cortana Hotkeys

Windows Key + Q: Open up Cortana ready for voice input.

Windows Key + S: Open up Cortana ready for typed input.

Windows Key + I: Open up the Windows 10 settings pane.

Windows Key + A: Open up Windows 10 notifications (Action Center).
Windows Key + X: Open the Start button context menu (the one with easy
access to Command Prompt, etc.)

Display Hotkeys

Windows Key + PrtScr: Take a screenshot saved to your Pictures folder.
Windows Key + G: Open the Game DVR recorder (if supported by your
graphics card).

Windows Key + Alt+G: Start recording activity in the current window.
Windows Key + Alt+R: Stop recording in the Game DVR.

Windows Key + P: Switch between display modes (with a secondary
display connected).

Windows Key + plus: Zoom in using the Magnifier utility.
Windows Key + minus: Zoom out using the Magpnifier utility.
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Windows 10
Security ana
Maintenance Guides

Learn how to keep your Windows 10 PC running
smoothly and safe from malware and viruses. Master

Windows 10 security and maintenance, including
privacy settings, ease of access, folder and file
manipulation and online safety. These guides will
explain the workings of the OS and show you how to
get started with key features.
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Windows 10
Security

Microsoft is often accused of developing insecure and ‘broken’
operating systems. However, what the Redmond company delivers is
an easy to use system that’s as secure as it can be without

compromising its use. It’s a difficult balance to maintain and security
can suffer in the long run.

Security leaks, holes and flaws in

development code appear all the
time, for every operating system.

Windows 10 has the bad luck of

66

Windows 10
Security
Improvements

2%

being at the top of the security flaw
news pile. However, here are ten
reasons why it's actually a secure
OStouse.

Your device is being protected.

nnnnnn
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Virtualisation-based
Security

VBS is an improvement to the core Windows security, it
stands for Virtualisation-based Security and uses a mixture
of hardware and software enforced developments to create
an isolated, hypervisor restricted subsystem for securing the
0S core data. Nothing unsigned by Microsoft is allowed to be
injected into the kernel or executed.

Secure Booting

Secure Booting utilises the new UEFI (Unified Extensible
Firmware Interface), the replacement for the older and more
vulnerable BIOS, along with Windows Trusted Boot code
integrity and ELAM (Early Launch Anti-Malware) capabilities,
to protect the computer as soon as you power it up.

v Windows Hello

Windows Hello may seem like a glamorous feature rather

than a security feature but it’s really quite an impressive

layer of protection. Hello supports passwordless biometric

authentication methods, such as iris, facial and fingerprint,
together with a PIN code to help protect access to
Windows 10.

Microsoft Passport

Windows 10 uses the Microsoft Passport single sign on

solution that supports the open FIDO Alliance security

authentication standard (www.fidoalliance.org) and

utilises cryptographic keys to secure access to network
and local resources.

Trusted Platform
Module

If your computer has a TPM chip (Trusted

\ " Platform Module), Windows 10 can utilise
the hardware cryptographic key therein
to link Passport and Windows Hello to
authenticate the user and operating
system with local, network and
Internet resources.

Credential Guard

Windows 10 Credential Guard protects the user details and
Windows authentication keys within the VBS layer. This
isolates the authentication service against network and local
attacks, stopping keyloggers and other worms from gaining
your login details.

Device Guard

Windows 10 has introduced Device Guard, a highly secure
tool that determines which programs and scripts should be
allowed to run on the computer. It utilises the VBS layer to
protect the core system files and with a list of what’s allowed
and not allowed to run it can prevent most malicious content
from being executed on your system.

Rolling Upgrade

Windows 10’s unique method of upgrades now ensures /
that the latest versions to software, tools and applications "
are continually upgraded on the computer. The new rolling

upgrade process has been widely criticised by many, as there’s

no opt-out for upgrades available. On the flip side, you’re

always up to date.

Windows Defender
Security Centre

Windows Defender Security Centre is significantly
improved over previous versions of the software. The new
Fall Creators Edition version offers virus, ransomware and
threat protection, device health, firewall protection, app
and browser control and family options all under the

one roof.

Protection Features

Among the aforementioned security elements,
Windows 10 offers User Account Control,
Kerberos Armouring, Smartscreen, TPM
Key Attestation, Advanced Auditing
Settings, Mandatory Integrity Controls,
Virtual Smartcards, EMET enabled
protection and many more
impressive protection features.

J
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Protect Your PC with
Windows Defender

Thanks to a fairly recent update, Windows Defender, the preinstalled security tool for Windows 10, is better than
ever. Defender now includes cloud-based protection and automatic analysis of suspicious software or files. You can
even run a powerful offline scan that can pick up nasties that a normal scan may not.

Set Up Defender

By default, Windows Defender should already by running but if you are using a PC that has had anti-virus software on in the past, parts of it
may have been disabled.

The first thing to do is check that Defender is already running, n Since the Creators update of April ‘17, Defender is much more in
You can quickly check this by clicking on ‘Show hidden icons’ keeping, design-wise, with the rest of the Windows 10 interface,
(the small arrow button) at the right hand end of the taskbar. If you although it still opens in a separate window. The Defender Security
see the Defender shield logo, you are protected. At least, you are Center is split into several sections, including anti-virus, firewall and
protected partially. device performance.

‘Windows Defender Security enter

Your device is being protected.

! ® “3 g

Virus & threat Device performance &  Firewall & network App & browser control  Family options
protection health protection You're u Manage how you
Y ing ot Windows Firewal i on, recommended setiing es

View health
report

1029 E
25/04/2017 1

Now it's time to check out the Defender settings and features. You Below each of the section icons, you can see basic info about that
can right-click on the icon in the hidden icons pop-up, and then section, including whether it is currently enabled or not. Click on
click Open. You can also, in the search box on the taskbar, type Defender any of the section titles and you are able to see more information, along
and then select Windows Defender from the list of results. with any options available for that particular part of Defender.

& Windows Defender Security Center

® D e Fiters N/ - =8 App & browser control

Set up Windows Defender SmartScreen settings for apps and browsers

Best match

C a Windows Defender Security Center

Trusted Windows Store app

Store & Check apps and files

fender SmartScreen helps protect your device by checking for

‘Samurai Defender
B ps and files from the web.

B Prime World: Defenders

QO slock
® warn
an Q off

Search suggestions |a

P defender - search the web

Privacy statement

SmartScreen for Microsoft Edge

Wind
mali

O Block
® wamn

Q off

fender SmartScreen Filter helps protect your device from
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Protect Your PC with Windows Defender

Running a Virus Scan

You can scan your PC for viruses in a couple of different ways with Windows Defender. Click the Virus & Threat Protection icon to get started.

If you are using a third-party antivirus program, such as Kaspersky
or AVG, it will say so at the top of the window. If you want to check

exactly which, click the link ‘View antivirus providers’. This opens the
Windows Control Panel. Click Security to open the panel and look for
Virus Protection.

< Windows Defender Security Center

QO Virus & threat protection

@ View threat history, scan for viruses and other threats, specify protection
settings, and get protection updates.

V)

K Other antivirus providers

(@) You're using other antivirus providers.
View antivirus providers

S| P!

You can still use Defender to scan for viruses, with or without
other anti-virus software present. Back in the Virus & Threat
Protection window, click the Quick scan button to get started. A progress
bar appears, along with some details of files scanned and time elapsed.

€ Windows Defender Security Center

O Virus & threat protection

@ View threat history, scan for viruses and other threats, specify protection
settings, and get protection updates.

<

@ Other antivirus providers

M You're using other antivirus providers.
a View antivirus providers

ke

® Scan history

No threats found.

0 28637

Windows Firewall

n You can, if you are not sure the Quick scan is enough, perform an
offline scan. This is a much deeper scan and certainly takes longer
to perform. Itis, however, much more likely to find some of the more
devious viruses and other threats. Click Advanced scan and select offline
scan >Scan now.

o & Scan history

No threats found.

Quick scan running...
Time elapsed: 00:00:02
339 files scanned

Cancel

Feel free to keep working while we scan your device.

n The other options here let you check for protection updates,
as well as change the Virus & Threat protection settings; for
example whether real-time protection is on. You can also choose files
or software to exclude from scans and change the notification settings
for Windows Defender.

€ Windows Defender Securiy Cenler

“x Virus & threat protection settings

@ View and update Virus & threat protection settings for Windows Defender

Antivirus.
|o

@ 5 3
Real-time protection

” Locates and stops malware from installing or running on your device. You

I can Lumn off this selting for a shorl lime before it tumns back on
automatically.

B

-

Afirewall is often the first defence against viruses and other Internet nasties, so make sure you at least use the one provided by Windows 10.

You should always run Windows Firewall even if you have another
firewall turned on. Turning off Windows Firewall might make
your device, and your network if you have one, more vulnerable to
unauthorised access.

=—

Your device is being protected.

o thethon ey
o
=]
At (( —
3 NG | r o4
Virus & threat Device performance & Firewall & network App & browser control  Family options
protection health protection iy

View antivirus
providers.

To turn Windows Firewall on or off, select the Start button,
open Windows Defender Security Center > Firewall & network
protection, choose a network profile and then under Windows Firewall,
turniton oroff.

< Windows Defender Security Center

% Private (discoverable) network

@ Networks at home or work, where you know and trust the people and
devices on the network, and where your device is set as discoverable.

@ Active private networks

2@ Network
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Blocking PUPs with
indows Defender

PUPs, Potentially Unwanted Programs, are bits of software that can sometimes be stealthily installed when you
install other free software, usually by making it a default installation option with the choice to opt out. Windows
Defender has the ability to block these sneaky software installs but it isn’t enabled (or even visible) by default.

Enable PUP blocking

PUP’s can include toolbars, browser extensions, adware and other unwanted software. In almost all cases, this software should be called
DUPs (Definitely Unwanted Programs).

You can enable PUP protection with System Centre Config n The PUP blocker is now enabled on your PC. You will not see any
Manager, PowerShell or Microsoft Intune. For this guide, we’ll be new options displayed in Windows Defender but you will see
using the PowerShell, as this is available within Windows 10 without “Potentially unwanted software” listed once something is blocked. If
installing any additional software; as long as you follow the instructions you want to disable it in the future, just run the above command again,
carefully, it isn’t as scary as it sounds. replacing the 1 with a 0.
- QO Virus & threat protection
= — 14094
© eknprtormance autn
. Al sty oo
]
]
.
L}
-
.
.
To access the PowerShell interface, right-click the Start button or PUPs are blocked when a user attempts to download or install a
press Windows+X and click Windows PowerShell (Admin) to open suspicious file or if the file meets one of these conditions: the file
awindow. Type the following command at the prompt (without the is being scanned from the browser, it is in a folder with “downloads” in
quotation marks) “Set-MpPreference -PUPProtection 1” and press Enter. the path; oritisin a folder with “temp” in the path. The file is placed in

the quarantine section.

€ Windows Defender Secusity Centre

[~

Full history
) Home Here is a list of items that Windows Defender Antivirus detected as threats
onyour device
Virus & threat protection

Q

b}

Account protection
No threats.

) Firewall & network protection

o

App & browser control

£ Device security

@

Device performance & health

»

Family options
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Blocking PUPs with Windows Defender/Using Windows 10 Dynamic Lock

Using Windows 10

Dynamic Lock

The Creators update for Windows 10 introduces several new tools and features, including Dynamic Lock. This
allows you to have more control over the security of your Windows device, with even less effort. It is designed to
detect a trusted device nearby and lock and unlock the computer as it moves away or comes close.

Setting Up Dynamic Lock

Dynamic Lock works by sensing the proximity of a paired device, such as the smartphone you have in your pocket. In this example, the first
thing we need to do is pair with our phone. Pairing with other Bluetooth devices will be almost exactly the same as shown here.

Dynamic Lock will only work if your PC has Bluetooth connectivity.

This usually means a laptop, which makes sense as these more
portable devices are more in need of security measures. Open Settings >
Devices > Bluetooth & Other devices. Turn Bluetooth on using the slider
switch and do this on your phone as well.

Manage Bluetooth devices

Bluetooth
@ o

Your PC is searching for and can be discovered by Bluetooth
devices.

O Olixar X2
Paired

Samsung Galaxy S7 edge
Ready to pair

Pair

Once you see the phone listed under available devices, select it
and pair to it. If you can’t see your device listed, you may need to
update your USB drivers for your PC: look for Bluetooth USB Module in
Device Manager. Once paired successfully, you are ready to begin setting
up and using Dynamic lock.

@ Home Manage Bluetooth devices
Find a setting Bluetooth
@ o

Devices

@ Printers & scanners

Compare the passcodes
S Connected devices

57 edge match this one?

Bluetooth

D ;(104292‘

O Mouse & touchpad

@ Typing
® AutoPlay

Send or receive files via Bluetooth

n Go to Settings > Accounts > Sign-in Options and scroll down to
see the Dynamic Lock section. Check the box that says ‘Allow
Windows to detect when you are away and automatically lock the
device! Hopefully, assuming Bluetooth is working, that is all you need to
do to start using the feature.

y & other people
PIN
your settings You can use this PIN to sign in to Windows, apps, and services.
Change Remove

1 forgot my PIN

Picture password
sign in to Windows using a favorite photo
Add

Dynamic lock

Windows can use devices that are paired to your PC to know when
you're away.

["] Allow Windows to detect when you're away and automatically
lock the device

Learn more

Diima

n Dynamic Lock does have some limitations at the moment,
although these might be ironed out. The lock will not kick in until
30 seconds after it detects the Bluetooth signal has moved away, and if
someone jumps on your computer within that time and starts to use it,
it doesn’t activate at all.
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Manage Your Privacy

in Windows 10

Being in control of security on your computer is important but almost as important is being able to control your
privacy. Microsoft recently launched a web-based privacy dashboard and this has now become available to
everyone in the Creators update. Manage privacy settings across multiple devices using a single account.

The Privacy Dashboard

The privacy dashboard is web-based rather than in the settings and it allows you to manage multiple devices from a single interface, as long

as you are logged in to a single account.

Open your browser and navigate to www.account.microsoft.com/
privacy. If prompted, use your Microsoft account details to log in.

You will be logged in to the privacy overview page that lets you quickly
see what privacy settings the dashboard contains and controls.

Other privacy settings

o Wincom 1 Apps and senvices

n Along with the main Search, Browsing and Location privacy

categories, if you scroll down to the bottom of the page you will
see entries for everything from Apps to Xbox, with simple links to take
you to the settings and options for those privacy areas.

Other privacy settings

- Windows Apps and senvices
.

Monage e s serces ot e a0 e your ot

"‘ Xoox

gty

fim)

W

Learn about Microsofts commitment to privacy
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Click on one of the main categories, Search, Browsing, Location
or Cortana, and you will see more information. This could include
a list of searches you have made or websites visited (in Edge only, not
other browsers), interests Cortana has saved for you or locations you
have been.

Browsing history

ey Wl
-
- 3
-— Ve e rowicg sty
= _-
Search history

Each section has a Clear button, whether that is clearing browsing
history, search history and so on. Itis next to a warning that states
clearing data will stop Windows being able to provide you with accurate
and relevant information. You need to decide what is more important,
privacy or recommendations.

R*

f you choose to clear your search history, we won't be able o provide you with better
search results, suggesti

you Jearing your search history,
you can always open an InPrivate window in Microsoft Edge.

Are you sure you want to clear search history?

Youwon't be able 10 recover or restore this data.

dex




Manage Your Privacy in Windows 10

n Another useful privacy section in the dashboard is the Advertising
Preferences. This lets you control whether personalised adverts
are shown to you in the Edge browser. Some of the ads you may receive
on Microsoft websites and apps are tailored to your previous activities

and searches.

About Our Ads

viits.

Where Can | Learn More about Advertising on Microsoft Websites and Apps? Personalised ads in this browser
- ot i

What Choices Do | Have About Interest-Based Advertising?

Control the “personalised ads” satting that
applies when you are signed i an any.
computer o device with your Microsoft

Suring S account including Windows, Windows
hone. Xbox and other devices.

Privacy Settings

n There is also a browser tool that lets you choose if the adverts you
see come from companies other than Microsoft. Click the option
under More Choices and wait for the Digjtal Advertising Alliance scan to
finish. You can then choose from the list to see adverts from different
advert providers.
F, e [>

WEECHOCES DGTAL VRIS ALLANCES CONSINER O 100L 108 WEA (74

USER'S CURRENT IBA STATUS

We are evaluating this browser's compatibity with this tool and verifying its opt-out status.

J y ptout requests. by
WebChoices checks whether your browser can receive opt out requests. You May see additional windows open and close
as these checks are performed and as your 9pt-out choices are requested.

191 equests hov b made

There are, of course, still privacy options in the main settings app in Windows 10. This is generally added to and improved with each

OS update.
Privacy has its own section within the settings;

General Privacy
here there are many different categories

covering everything from Location to Background Apps. Click on each of
the privacy categories to see the options within that category. Use the
slider switches to allow or block privacy actions.

% Home General
Change prvacy opins

Let apps use advertising ID to make ads more interesting to you
Privacy based on your app usage (turning this off will reset your D)
& General € on

Let websites provide locally relevant content by accessing my
A location language fist

@ on
@ Camera

Let Windows track app launches to improve Start and search
8 Microphone results

@ o

O Notifications.
Manage my info that's stored in the cloud
B Speech, inking, & typing

Privacy Statement

AZ Account info

& Contacts
We're using Windows 10 on a laptop here but if

Messaging Apps
we had a tablet with a SIM card we would be

able to get control over which apps were able to send messages over
SMS and MMS. You probably want this to be restricted to just your
Messaging app; most apps really shouldn’t have access to your texts.

@ Home Messaging
Find a setting p i
Let apps read or send messages (text or MMS)
privacy @ o

Senerd Privacy Statement
Location
Choose apps that can read or send messages

‘Some apps need to read or send messages to work as intended.

-]

&

Camera
s Turning off an app here might limit what it can do.
Q

Microphone

Notifications D oo @ o

Speech, inking, & typing E people & o
A& Accountinio @@

ESW

£ Contacts

Apps are able to access very basic personal settings

Account Info
such as your name and account information. This is

so they can sign you in automatically to your Windows account for
things like Xbox Live or the Windows Store. You can tum this off
wholesale or on an app by app basis.

© Home Account info
Accountnfo

Let apps access my name, picture, and other account info
privacy @ o
& General Privacy Statement
A location

Choose the apps that can access your account info
Camera

Some apps need to access your account info to work as intended.
@ Microphone Tuing off an app here might limit what it can do.

that need your permission to access your account info will

O Notifications e vl ¥

appear here. Go to the Store to get apps.

Speech, inking, & typing

A= Account info
You can control which apps you allow to run

Background Apps
in the background. If you’re on a laptop or

desktop this probably won’t be that big an issue, but you may want to
turn these off on tablet devices to conserve power. Some apps you may
not use, like Get Office, really don’t need to run in the background.

@ Home Background apps
Find a setin Background Apps.
Let apps run in the background
piacy @ o~
8 General Privacy Statement
& tocation
Choose which apps can run in the background
© Camera
Choose which apps can reeiv no, send notfictions,and say
up-to-date, even when you're not using them. Turning background
8 Microphone apps off can help conserve power.
QO Notifications. . 30 Builder @ on
B Speech, inking, & typing
@ on
A% Acountnfo
@@ o
£ Contacts
B Calendar @ on
© canhistory O on
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Windows 10
Maintenance Tools

Before you start to add software to help with PC and Windows 10 maintenance, it is worth checking out the
numerous tools included with the OS. These are slightly spread out over several different settings menus and
tool folders but once you know where to find them, you will see that they can really help with system security
and performance.

Storage Sense Activating Storage Sense lets the system software Background Apps One of the easiest ways to conserve power (for
automatically free up storage space by getting rid

laptop users) and reduce processor strain, is

of files you no longer need. These can include temporary files such as to take control of Background Apps. These are apps that are, by default,
cookies and the contents of your Recycle Bin. allowed to receive info, send notifications and update in the background.
& Home Storage
Find a setting 7] Local storage Have a question? " Background apps
Get help Find a settin Background Apps
B TS e N eyt
2 Display Give us feedback @0 o
[0 Notifications & actions Storage sense Have a question?
O Power &sleep Windows can automatically free up space by getting rid of fles ! Contacts Choose which apps can run in the background Get help
el g e S g e ) Coenter Choose wiich apps anreceive info, send ntfations and sty
| = sorage up-to-date, even when you're not using them, Turning background e Windows hetiar
@ on D Calhistory 2598 ol con Bl conedive oW Give us feedback
@ Tablet mode
Change how we free up space i l 30 Builder @ o
© Mutiasking .
More st ti W Tty Alarms & Clock n
—— re storage settings @ o
Change where new content is saved O Messaging T @ o
% ‘Sharad cxperitnces Manage Storage Spaces * ‘Rados
@ e @ Other devices i G
A Feedback & diagnostics Camera @ on
& Background apps Canon Inkjet Print Utility @ on
Code Witer @ o

You can choose when files are deleted, e.g. after 30 days in the Recycle

Bin orif apps don’t use them for a certain amount of time. Alternatively You can either stop all background apps with a single slider click or

you can simply click a button to Clean Now rather than setting you can prevent individual apps from running in the background. Go to
automatic cleaning. You can find the Storage Sense option in Settings > Settings > Privacy > Background Apps and look through the apps listed.
System > Storage. If you see apps that you don’t need notifications or updates from, click

the slider to disable its background activity.

& This PC (C) @ Home App diagnostics
Storage usage S A § R i : o
find 2 App Diagnostics incwi your privacy options
Total: 18178 Learn how this setting impacts your
=== . Let apps access diagnostic information
M Used: 318 GB i
Remaining: 150 T8 #* o
N Have a question?

[ Aps&games 219G8 5 Calendar ettings P

—

System &reserved " w0368 ) iy Choose apps that can access diagnostic
a 2 ; N app: 9 Make Windowss better.

— information about other apps

= Email Give us feedback

) Temporary files 33668 Some apps use diagnostic information from other apps on your

— B Tasks device to run as intended. Diagnostic information may include the

names of running apps, the user account name that launched an

@ oter 7168 O Messaging app, app memory, CPU, disk. and network usage. Preventing access

- o diagnostic information may limit what an app that uses that

” ’ information can do.

[ Desktop 12568 % Radios

- i Apps that need your permission to access diagnostic information

- & Other devices from other apps are listed here. Go to the Store to get apps.

g Oocments T 17968

[ P Feedback & diagnostics

Maps 1 447 MB
m I Background apps
o Videor e B e o dagosic
N Pictures 2439 MB
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Windows 10 Maintenance Tools

Windows 10 includes a number of
troubleshooting tools, aimed specifically at

Troubleshooters

certain problems such as audio loss or patchy Internet connection. This is
often the best place to start when trying to solve problems with your PC
and Windows 10, as the OS contains many drivers for common devices
and may just need a small software update.

@ Home Troubleshoot
[frasmus 7] i ing, running ight help. Have a question?
- fix y problems for you.

Gethelp
Update & secuity Get up and running
Make Windows better
 Windows Update
Jpdat ﬁ Ry Give us feedback
Find and fx problems with connecting o the Internet or to
© Windows Defender Vabhes
¥ hocae Run the troubleshooter

Troubleshoot ) Plaving Aucio

ind and fix problems with playing sound.

g] Printer

ind and fix problems with printing,

D Recovery,

Actiation
27 Windows Update
esove problems that prevent you from upeating

]

& Find My Device
Windows.

i

For developers

Ay Windows Insider Program Find and fix other problems

° Blue Screen
T

errors that cause Windows t0 stop or restart

You simply look through the list of troubleshooters and click on

the one which applies. Choose Run the Troubleshooter and then
follow the instructions to try and solve the problem. You can find the
troubleshooters in Settings > Update & Security > Troubleshoot.

@ Home Troubleshoot

[[Find 2 seting sl a i
Getheip

Update & security Get up and running
Make Windows beter

 Windows Update Give us feedback

@ Windows Defender
Which of these devices do you want to troubleshoot?

-

Backup

ek e Dt A
O Recovery @ v
RO ———

Activation Reatek MO Audio 2nd output - esliek High Deintion Audo

©
& Find My Device
B For developers

Sa. Windows lnsider Program [ )

t errors that cause Windows to stop or restart

3§ Buetootn

Find and fix problems with Bluetooth device

The Disk Management tool is more about
diagnostics than actual maintenance

but it is a useful way of checking whether your hard disk has space

available and is healthy. The panel will show all of your disks, as well as

all of the partitions.
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ools There are several tools built in to Windows 10 (and
also in older versions of the OS) that allow you to
clean, fix and manage your hard disk. Open the File Explorer and look in
the left-hand column for “This PC’ Select it and then right-click on Local
Disk (C:). In the General tab, you will see a button for Disk Cleanup that

lets you get rid of temporary Internet files, old program files and so on.
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‘pages. They are tamporariy stored in the Downloaded Program
Files folder on your hard disk.
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properses How does Disk Cleanup work?

Ifyou click the Tools tab, you can use the Error Checking tool and the Disk
Defragment tool. Both of these tools can help your hard disk run more
efficiently. Click on either button and follow the instructions for each.
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Each column contains information about capacity, free space in MB,
percentage of free space and health status. There are some further options,
such as the ability to change drive letters and mark partitions as active but
they are probably not worth playing around with unless you know what
you are doing.
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Types of Security Risk

There are more security risks for your computer than just the common, » fun- -of-the-mill virus. The amount of
digital use the average person has over the course of a week has increased signifi cantly in just afew years, and

with it comes a legion of security related issues.

Here Be Dragons

This isn’t a definitive list of the possible threats available for the Windows
user but here are ten modern risks that you face every time you power up
your PC.

Viruses

Viruses have been around for as long as computers.
They’ve moved on from simply displaying the name of
the coder on the monitor, a kind of virtual vandalism,
and now can disable and wipe the data off a hard drive
in mere seconds.

Ransomware

In early 2017, the UK was gripped in the clutches of
the WannaCry ransomware infection. This particular
infection exploited a vulnerability in Windows,

and quickly spread throughout the NHS and other
organisations, locking and encrypting the data on

a computer until money was sent to those who
unleashed it to the world.

Wana Decryptor 20

an I Recover My Files?

e will have free events for users who are so poor that they couldn't pay in 6 months.

Worms

Although a worm is a type of virus, it behaves
differently in that it’s goal isn’t to alter or destroy
system files. Rather, it’s designed to replicate itself
continuously until all the resources and space on the
system are consumed. A bit of a nightmare for the
system administrator.

Q

| S

M

Trojans

TheTrojan horse, as the name suggests, is a program that
masquerades as a legitimate application but in actual
fact contains code that allows a hacker remote access

to your computer. Like the legend of the wooden horse
the Greeks used to gain access to Troy, once inside your
computer it opens and creates an opening for the hacker.

[\
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Spyware

Spyware invades computers usually through freeware
or shareware downloads, which is why you should
always download a program from a reputable source.
Theintent of spyware is to collect information about
the user and report it back to those who wrote it.




Types of Security Risk |

Adware

Adwareis very similar to spyware, in that one of its goals
is to monitor the user. However, adware usually goes one
step further and bombards the user with Internet pop-up
advertising, usually when they open their browser or a
new tab. The advertising can be tame, such as gardening
equipment, or it can be extremely offensive.

Hacking

While Hollywood would have you visualise the lifestyle
of a hacker as something that’s quite alluring, in truth it’s
quite the opposite. The average user is generally under
the radar where a hacker is concerned. They’re mostly
after the corporations, or famous people, but you can
have your computer hacked by a neighbour, for example.

Social Engineering

Arelatively modern term in the history of computer
security, social engineering will have the user deceived
into giving away personal information or allowing a
scammer into their systems. The recent spate of calls
from people claiming to be from the likes of Microsoft
or a security firm are a prime example.

Phishing

Much in the same vein as social engineering, phishing
is the act of obtaining sensitive information (bank
details usually) about a user by being disguised as a
trustworthy source. Phishing on social media sites
such as Facebook, Twitter, etc. is on the rise.

CovePPee PO

Rootkits

Rootkits are virus-like programs that are activated
before the computer’s anti-virus and security suites
are started when booting Windows. They can change
the way a security suite looks at files, allowing a virus
to hidein plain sight and not be detected by the
system’s security measures.
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How to Remove Malware
from Windows 10

Previously we have looked at ways to prevent being scammed or indeed getting malware on your system but what
if you’re unlucky enough to already have some form of digital infection? Thankfully there’s a way to remove

malware and viruses from your computer.

Malware Busters

For this tutorial let’s use a preconfigured rescue disk from Bitdefender. You need to transfer or burn the disk contents to a CD or a USB stick

and boot into the safe environment through one of those mediums.
Make sure you have a blank CD or a USB stick that’s at least 1GB
in size. The Bitdefender Rescue Disk is downloaded as an ISO,
which is an image file containing all the disk information, and can be
downloaded from www.download.bitdefender.com/rescue_cd/
latest/bitdefender-rescue-cd.iso.
You have chosen to open:
|| bitdefender-rescue-cd.iso

which is: iso File (667 MB)
from: https://download.bitdefender.com

What should Firefox do with this file?

O Openwith | Browse.

©§§ave File

Do this automatically for files like this from now on.

To transfer the ISO to USB, download Stickifier, which is an
executable that doesn’t require any installation. Insert your USB

stick and double-click Stickifier. Click the Select an Existing ISO Image
option followed by the three full-stops and using Windows Explorer,
locate the downloaded Bitdefender Rescue ISO. Click the Open button
to select the image and continue with the process.

m New Volume (0:
= DRAGONWOLE
= DRAGONWOLF
ntervention

1 Netwerk

4 Homegroup
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n Click the Next button and using the drop-down menu next to
Removeable Drive choose the drive letter of your USB stick. Click
Next to start the transfer of the image. Once the image is transferred, click

the Finish button, remove the USB stick and power off your computer.

E Stickifier =
Select destination
Select the desired destination removable drive from the list below.

Before continuing please ensure that the criteria listed below are met. Failure to do so may cause this utilit
lead to boot failures when using the resulted disk.

* the drive should be at least 1GB in size

* the drive should be formatted using the FAT32 filesystem

* the drive should be empty. While this utility WILL OVERWRITE existing files it is recommended t
all data from the selected drive before continuning

Removable drive

About
n Ifyou’re using a CD, start by inserting the CD into the drive. Locate
the downloaded Bitdefender Rescue ISO, right-click it and choose
Burn Disc Image from the context menu. Tick the Verify disc after
burning option and click the Burn button to start the process. Once the
ISO is burnt to the disc, you can power off your computer.

File folder
File folder

rufus files

Mathsapplicationpack
|] bitdefender-rescue-cd
A stickifier

Disc Image File 683,008 kB
Application
JPGFile
IPG File

Discimagefile: bitdefender-rescue-cd.iso PG File
Microsoft PowerP...

Microsoft PowerP...

Disc burner: v
Status.
A disc bumner wasn't found. Make sure that 2 burner is f7:28
installed properly, and you have the appropriate | Microsoft Word D

permissions to burn a disc.
n:m WinRAR ZIP archive

27 Microsoft PowerP.
flo:08 Microsoft PowerP.
f2:34 Adobe Acrobat D..

[ Verify disc after burning

Burn Cancel pe:47 Disc Image File




You now need to allow your PC to boot up into the Bitdefender

Rescue CD environment. Power up your PC and open the Boot
Option Menu; this could be accessed by pressing F12, depending on the
make and manufacturer of your PC motherboard. With the boot options
available, select either the CD or USB stick and press Enter.

Network boot from AMD An79CI70A
+Hard Drive

+Removable Devices

Network boot from AMD Am79CI70A #2

<Enter Setup>

The PC will now boot into the Bitdefender Rescue Disc

environment. This is a custom Linux operating system with all the
necessary Bitdefender security tools preinstalled. First, you need to
choose which language to load the environment. Use the arrow keys
and press Enter for your language choice.

oublesho

Ideally you should use a wired Internet connection but if you’re on

wireless, click on the network icon in the bottom right of the
desktop to establish a connection with your router. Once you’re
connected to the Internet, double-click the red Bitdefender icon on the
desktop, labelled Antivirus Scanner.

Ethernet Network
Wired connection 1
Disconnect

VPN Connections

How to Remove Malware from Windows 10

You need to accept the license agreement notification first, so tick

the ‘I agree’ box, followed by the Continue button. The virus
scanning software will then start to automatically update itself with the
latest virus definitions from the Bitdefender servers. The process won’t
take too long, so let it run through the update.

Update

Status:

speed: 463.74KB/s

Downloaded: 17747

Once the update is complete you’re taken to the main Bitdefender
Rescue CD antivirus interface. The three main options: Scan
Now, Update Now and Settings are fairly self-explanatory; the Settings
allows you to set a few more options regarding the scan but the defaults
will suffice.

Bitdefender Rescue CD

L )] O e

Scan Now Update Now Settings

Antivirus Engines Status Registration Informati
Version engines not loaded Key 3A40EEB
signatures 0 Type

Scan plugins 0 Remaining

Archive plugins 0

Unpack plugins 0

Last updated  unknown

To remove a virus on your PC, click on the Scan Now button.

Select the drive you wish to scan and click the Open button to
commence scanning the system. Any viruses found will be detailed
along with options for removal. The process may take some time, so be
prepared for a lengthy wait.

Bitdefender Rescue CD
Perform Scan

Scan Status

Current Scanned Item jrun/media/livecd/d3819417-3204...ail/binomial_heap_fconstructor
Elapsed Time 00:00:06

Estimated Time 00:00:17

Files/Second 556

uctor_fn_imps.hpp

Statistics

Scanned ltems 3338
Infected Items
Suspected Items.

1/0 Errors
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Secure Your
Web Browser

The web browser is possibly the weakest link in the entire Windows 10 security chain. It’s the software product
that’s on the front line, the one that will inevitably bear the brunt of any Internet attacks and as such, attackers
focus a lot of effort on making the browser a portal into your system.

Safer Surfing

Securing your web browser isn’t too difficult. There are plenty of options available, including some third-party add-ons you can use to

improve things. For this tutorial, we’re using Chrome.

Start by opening Chrome and clicking on the three vertical dots in
the top right of the browser window. This is the link to the
available options; from the list choose Settings.

2assword [} split screen Sew m:‘d
jew window

New incognito window

Zoom - 0% 4 | o2

Print. Ctrt+F
@ .

Find.. ;

” More tools
Edit Ct | Copy | Paste
¢ Settings
Help

Exit hift+

o G Google Docs 43 Dropbox I Buy Opti Step at A
" - - .

e i

It's generally recommended that you sign into Chrome using a
Google account, as this can greatly improve the overall security of
the browser. For example, when you sign in, click on the Advanced Sync
Settings button, found under the Sign In section of Settings, and the first
option available.

£ Settings X

& Cc 0 ‘G Chrome | chrome://settings

Chrome Settings
Extes Sign in
Settings Signed in as Manage your synced data on Google Dashboard.

| Disconnect your Google Account... || Advanced sync settings...

On startup
) Open the New Tab page
®) Continue where you left off

) Open a specific page or set of pages. Set pages
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n With the Advanced Sync Settings box open, select the option for
Encrypt all synced data with your own sync passphrase. Enter a
secure, memorable passphrase in the boxes provided and this will
enhance the security of all data synced between Chrome and the Internet.

Advanced sync settings

Synceverything ¥

@ A =) v
@ A @ v
z El v
@ Lesrm more

Encryption options

G

ok | | cancel

n Look to the bottom of the Settings page and click the link for
Show Advanced Settings. The first new section to appear under
the Advanced settings is Privacy. Start by clicking on the Content
Settings button.

Privacy
Content settings... || Clear browsing data... |

Google Chrome may use web services to improve your browsing experience. You may optionally disable these

services. Learn more

<

Use a web service to help resolve navigation errors

Use a prediction service to help complete searches and URLs typed in the address bar

4 &

Use a prediction service to load pages more quickly

Automatically report details of possible security incidents to Google

<

Protect you and your device from dangerous sites
Use a web service to help resolve spelling errors

Automatically send usage statistics and crash reports to Google

<

Send a "Do Not Track” request with your browsing traffic




Secure Your Web Browser

n Under the Downloads section, it’s an idea to tick the box Ask

where to save each file before downloading. Again this can be a
bit of a pain for the user; however it stops malicious background
downloads from infecting your system, giving you more control and the
ability to stop the process.

n Content Settings allows a greater degree of control over Cookies,

JavaScript, Flash, Pop-ups, your computer’s microphone and
even the webcam. It's an extensive list so we can’t go into all the options
within this limited space. For maximum security, disable JavaScript and
Flash and make sure the mic and webcam are protected too.

Content settings

Cookies

®) Allow locsl dats o be set (recommended)

83 only unti you qui your browser

setling any date

e bt potgusitme it Downloads
e | T
g Download location: | C\Users\david\Downloads

) Show i images (recommended)
o o show any images

| Ask where to save each file before downloading

Manage exceptions..

Javaseript
® Allow i sites 15 un avaseript (acommended)

Do not llow sny site to run

Manage exceptions...

Handlers

n To the left of the Chrome Settings page you can see links for

Extensions, Settings and About. Click the Extensions link and with
the Extensions page open, scroll down to the bottom and click the Get
More Extensions link.

n Click the Done button when you’re finished with Content Settings,
to return you to the Chrome Settings page. While still in Privacy,
ensure the last option, Send a “Do Not Track” request, is ticked. This will

stop any tracking elements from monitoring your browsing activities.

Privacy Chrome Extensions @) Developer mode
- Deils
‘ Content settings... ‘ ‘ Clear browsing data... ‘ R 1N ghbmnnjonskpmosr naninnibdiolhihi
Inspect views: background page (inactive)
Google Chrome may use web services to improve your browsing exp e. You may op lly disable these [ Allow inincognito
services, Learn more o
- . Google Sheets 1.1 ) Enabled 8
[#] Use a web service to help resolve navigation errors =] )
Create and edit spreadsheets
: 8 e Details
@) Use a prediction service to help complete searches and URLS typed in the address bar AR
] Y [ Allow in incogni
[ Use a prediction service to load pages more quickly W Pewin hnopte
[] Automatically report details of possible security incidents to Google T ——— @ astiad s
- : Create and edit presentations
[# Protect you and your device from dangerous sites "
— z . 1D: aapocclegogkmnckokdopfmhonfmgoek
[[] Use a web service to help resolve spelling errors
() Allow inincognito
[[] Automatically send usage statistics and crash reports to Google

[ Send a "Do Not Track" request with your browsing traffic
Just under the previous step’s tick box, it’s also recommended

that you untick the two Passwords and Forms boxes that offer to
enable Autofill and Save your Passwords. Whilst it’s a pain to constantly
enter passwords, this will stop any hijack Chrome attacks from gaining
your usernames and passwords.

# brenion

<

e Search Manager  10.1.0.54 [ Ensble 5}
This extensions lets you to easily switch between search engines directly from the new

With the Chrome Web Store launched, via the Extensions link,
search for Adblock Plus. Within the results, click on the Add to
Chrome button on the first option for Adblock Plus. This will install an
advertising blocker within Chrome, securing you from any threats from
Internet advertising. Do the same for Blur (an anti-tracking add-on) and
HTTPS Everywhere.

%) Chesme s et x

C 0| & Secus | npey/chrome gaogiecem webeto

& chrome web store o (@

Extensions

More Extension Resuts

Passwords and forms
M . . : 1 . ’ =
|| Enable Autofill to fill out web forms in a single click. Manage Autofill settings — —_—
= 008l & Communcavon
- mied eresnsh aran

[[] Offer to save your web passwords. Manage passwords

Free

) Avaisbie o Andraie + #0070 Omome

Screenshot: Screen Video Recorder

fared by . ane:

Bogging

1 Works wih Google Drve. 7

ok ke ke

*h A

KRE S N r [+ coroomon: |
Rhk kL AP o SRS S S —
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Secure Your
Home Network

We’ve mentioned previously that an attack doesn’t always come from the other side of the globe but can indeed be
alittle too close to home at times. Home network hacking is possible with the simplest of tools, available on the
Internet, and often could just be tapping into a cable.

Network Protection

Without being too paranoid, it’s remarkably easy to get into a neighbour’s home network. If you live in a block of flats or you use powerline
adapters, you may need to consider these ten steps for better network protection.

- The most common entry point to gain access to your network is n It can be a pain but try disabling DHCP on your router and opting for
via the router. The router from your ISP may well be offering the static IP addresses. Every device that connects to a DHCP router will
latest forms of encryption but it doesn’t take a genius to trawl the less receive an IP address. By eliminating that you get to specify the address
reputable sections of the Internet to obtain a list of passwords. range available. It’s not fool proof but it’s worth considering,
Therefore, change the default username and password needed to ;
access it. BTQ\ BT Smart Hub Manager
Mydevices | IPvé configuration | Addresstable e
& Please enter the admin password
Hub gateway IP address
@ IP address: \ 192.168.1.254
@ Subnet mask: [ 255.255.255.0
If you've forgotten your admin password or DHCP server
can't login press the "Help' button below
@ Enabled: [ 1D
(@ Authoritative DHCP:
(@ Server address range: \ Custom
@ Start address: | 19216812
@ End address: | 192.168.1.253
Most routers these days come with a form of authentication n According to Trustwave’s 2013 Global Security Report, many home
called MAC (Media Access Code) address filtering. Every network hacks are conducted when the household is away or
networkable device, compuiters, tablets, games consoles, come with a asleep. This leaves the hacker with ample opportunity to steal bandwidth
unique MAC address. The filtering allows you to enter the MAC addresses and view files you may have on a NAS drive. The short, simple solution is
of your devices, so only they can be used on your router. Consult your to power off the router at night or if you go out for the day.

router documentation for more details.

Wireless MAC Filter

Wireless MAC Filter : @ Epable ' Disable
Prevent ‘ Prevent PCs listed from accessing the wireless

Permit only : '® permit only PCs listed to access the wireless network

m MAC Address Filter List - Google Chrome = HEN
[ uilinksys.com/files/WRT54GL/4.30.0/WirelessMAC-Listhtm

MAC Address Filter List

M Enter MAC Address in this format : xxxxxxxxxxxx

Wireless Client MAC List
MAC, MAC
01:]1234567890] "] |
MAC, MAC,
02:] | 12 |
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Secure Your Home Network

ﬂ Powerline adapters are an excellent resource for connecting wired
network devices, without trailing lengths of cable around the
home. However, depending on the adapter, it is possible to use another
adapter to gain access to yours. In newer homes it's an easy enough task
to pick up another user’s network, so use the encryption button if the
adapter has one.

n Networking a home with Ethernet cables isn’t a difficult project and

it offers faster connection speeds than that of wireless. However, if
you're living in shared accommodation or a block of flats, make sure that
any unseen cable lengths can’t be accessed by a neighbour. It's easy
enough to splice into an Ethernet cable and steal bandwidth.

Consider using a network mapping program, such as Open-AudiIT,
to gain a better understanding of what devices are attached to
your network. Become familiar with the addresses, manufacturer, model
IDs and so on of every connected object. That way, should anything new
appear, you'll know it's not something you allowed.

Administrator

J¢ Logout
What's on your network ?
HOME QUERIES ADMIN HELP
List Devices
system-l  Workstation  17216.0.1 A | Microsoft(R) Windows(R) XP Professional | 172.16.0.0, All, Windows, XP
system-10 172.16.0.10 @  Debian Sarge 172.16.0.0, All, Debian, Linux
system-11 All, Linux, Virtusl
Status production
system-2 | Manufacturer UMware, Inc. 7 Ultimate 172.16.0.0, All, Win7, Windows
(&) vmware: Model VMware Virtual Platform
system-3 Serial 1234511 172.16.0.0, All, Linu, Ubuntu
Form Factor Other
system-4 10.255.0.0, All, Printers
system-5  Printer 10.255.0.5 £, HP Laserjet 4100tn 10.255.0.0, All, Printers
system-6  Workstation  192.168.0.6 A%  Microsoft(R) Windows(R) XP Professional  192.168.0.0, All, Windows, XP
system-7 10.255.0.7 & Wicrosoft windows 2000 Server 10.255.0.0, All, Win 2000, Win Svr, Windows
system-8  Router 192.168.0.8 Cisco 1841 Router (10S v10.1) 192.166.0.0, All, Routers
system-9  Router 192.168.0.9 u | Cisco 1841 Router (10S v10.1) 192.168.0.0, All, Routers

n Sharing resources and files from one computer to another is
perfectly fine but consider sharing less if you live in close
proximity to others. Once a hacker has gained access to your network,
getting to any shared folders you have will be a doddle. In extreme cases
don’t share anything, but generally tighten password control.

 wocomne
it o D T35

n Remote administration on both the router and computer certainly

can help you out when you’re not at the keyboard. Perhaps you
connect to your home network from work? Whatever the reasons, it does
leave a potential gap in your home network security. Consider closing it
completely or double-checking the authentication is top notch.

Remote Assistance Settings b

You can set limits for the use of Remote Assistance on this computer.

Remote control

Allow this computer to be controlled remotely

Invitations

Set the maximum amount of time invitations can remain open

E ] [fam .

If you run a small office make sure that all your wall ports are

located in areas where they are secure. Behind desks and
generally away from where the public or any visitors may be able
sneakily plug a laptop in.

www.pclpublications.com 63




Windows 10 Security and Maintenance Guides

Using the Windows 10

Task Manager

The Task Manager is a very useful tool but even if you have been using Windows for some time, you might never

have looked at it before. The Task Manager contains information on PC performance, the number of running apps,
how many processes are pulling power from the processor and much more.

Start-up Tab

The Start-up tab contains a list of all
the apps, programs and processes that
are enabled every time you start your
computer. If your computer is brand
new, this list should be fairly small and
filled with essential items. But as you
install new apps and software, this
start-up list can become bloated and
slow down boot up. You can disable
auto start-up here.

Processes Tab

The Processes tab is the default tab
when the Task Manager is opened. You
can open the task manager by simply

Just as with any other app or piece of
software in Windows 10, you can pin
a shortcut to the Task Manager, to the
taskbar or as a desktop icon.

searching for it in the main search panel.

Process List

With the Processes tab selected, a list
of all processes is shown. Processes
are bits of software that run in the
background, either running or waiting
to run when a corresponding action is
taken. As you can see from the list
here, things like Cortana and AVG are
shown; these you would obviously
want to leave.
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Processes Performance App history Start-up Users Details Services

Fewer details

= 2% 31% 0% 0%
Name Status CPU Memory Disk Network
Apps (2)
W AVG User Interface (32 bit) 0% 9.1MB 0 MB/s 0 Mbps
~ Task Manager 0.4% 15.5 MB 0 MB/s 0 Mbps
Background processes (68)
QJ_’ Alps Pointing-device Driver 0% 0.4 MB 0 MB/s 0 Mbps
L] Alps Pointing-device Driver 0% 1.8 MB 0 MB/s 0 Mbps
5 Alps Pointing-device Driver for ... 0.2% 0.7 MB 0 MB/s 0 Mbps
[¥5] ApMsgFwd 0.2% OgMB 0MB/s 0 Mbps
[#F] Application Frame Host 0% 9.4 MB 0MB/s 0 Mbps
¥ AVG E-mail Scanner 0% 0.7 MB 0 MB/s 0 Mbps
¥ AVG Identity Protection Service ... 0% 17.8 MB 0 MB/s 0 Mbps
[#5] AVG Online Shield Service 0% 164 MB 0 MB/s 0 Mbps
[®=] AVG Resident Shield Service 0% 10.7 MB 0 MB/s 0 Mbps
[#5] AVG Scanning Core Module - Se... 0% 342 MB 0MB/s 0 Mbps
¥ AVG Watchdog Service (32 bit) 0% 10.6 MB 0 MB/s 0 Mbps
[2] Calendar % 0.7 MB 0MB/s 0 Mbps
[@] Coftana 0% 59.5MB 0 MB/s 0 Mbps
PP CTF Loader (32 bit) 0% 0.8 MB 0MB/s 0 Mbps
[] Detice Association Framework ... % 6.7 MB 0 MB/s 0 Mbps




Using the Windows 10 Task Manager

\/l EW O PT | O N S File Options View
Processes Per Refresh now up Users Details Services
Update speed >
V| Group by type 2% 45% 4% 0% 0%
The View options at the top of the Task Manager window allows Name el CPU|  Memory Disk|  Network GPU | GPU Engine
you to do several things. You can manually refresh the current tab Aons (G Collapse all
and also change the automatic update speed. For example you can B Statusvalues 3| Show suspended status
change hOW the processes are dlsplayed Elther by grouping them by <@, GNU Image Manipulation Progr.. | ® Hide suspended status /s 0 Mbps 0%
type, expanding or collapsing the list, or showing status values. @ Google Chrome (12) 01% 17191MB  OMB/s 0.1 Mbps 0%
D Sticky Notes (2) 0% 31.2MB 0MB/s 0 Mbps 0%

Performance Tab

Another useful tab in the Task Manager is
Performance. This gives you a real-time
performance overview, allowing you to
pinpoint exactly how well your hardware
is coping with whatever you are doing at
the time. If Task Manager is the only app
open, the performance chart should be
very stable but if you are running several
apps, it will show any power spikes.

Resource Usage

If you find your PC becoming slow and
sluggish during normal use, you may
have too many processes running. By
looking at the resource usage chart, you
can see exactly which apps are taking
up the most processing power, physical
memory, disk space and even network
bandwidth. If something is particularly
resource hungry, you can right-click and
stopit.

Fewer Details

You can view a limited version of the
Task Manager by clicking on the “Fewer
Details” button at the bottom of the
window. This makes the window small
enough that it can be left open, in the
corner of your desktop for example, but
still show relevant information. You can
get more information at any time by
clicking “More Details”

End task
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Monitor Tasks with
the Task Manager

If you have a program that isn’t working, want to control what starts up when your PC does or you want to see
what’s running on your PC, then Task Manager is the place to go. Access it via the Power Menu (right-click on Start)
or by pressing Ctrl+Alt+Delete and selecting it from the Security Options menu.

Manage Your PC

Task Manager is a lot more complex than it used to be and it’s now a useful insight into your PC and app performance, allowing you to check
anything from Wi-Fi usage to app crashes and much more.

Task Manager starts life as this fairly unassuming little window. If n You can see what system resources each app is using in each
you have an app that is unresponsive, select it and click End Task. column. Here Excel is using around 74MB of memory, for example.
Beware that if you do this to an app with unsaved work in it, you will Memory use is almost at its maximum, as you can see at the top of the
lose your work. Clicking the More Details button will expand the Task column. Maxed out resources are no bad thing - after all your PC is there
Manager window. to be used - but when apps crash, they are usually using resources and

not relinquishing them.

Calendar

+ | @ Microsoft Word (32 bit)

E People
B rhotos
B Skype 32 bit)

3333333393533 333333333 3%

~) More details

This window is a little more complex, but the ‘Apps’ part of the n If an app crashes, then you need to select it and click End Task as
window is essentially what we were looking at in Step 1. Now the before. You should always try and give it time to recover
apps have been joined by background processes. Your PC will most (especially if you will lose work). Now we've clicked the Performance tab
likely be running tens of these unless it's box-fresh. Here we've got 41. at the top of the window and we can see the usage of important
These are things such as Cortana, which runs in the background, and elements of our PC.

our trackpad software.

Processes performance. App istory Sartup Users Detals Senvces
Memory
| 2256808
[P Disk0(C)
e

3%
oy

Apps (5)

B Cotencr o%  167M8| OMBs|  OMbps ] Ethemer
o
B Microson age. % 121M8|  omes|  Omops S
: it
=5 B e (%
Q Siype 32bi) o

Bluetooth

4 Task Manager

Background processes (41)

) 64-5it Synaptics Rointing Enhan..

1 Appication Frame Host

10 Browser_Broker 23m8 oM/ 0 Mops.
B cormns wave| oaues|  owens
) Divice Astoinion Famewor -

39% 214GHz

101 2266 56044

5 Oropbo (3260

01016:16
157 st Processfoe Setting Symchr._

Fewer cetais Fd sk
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Monitor Tasks with the Task Manager

n Here’s our disk usage — as you can see it’s pretty active! You will
also have this if you have several big apps open (we've got Edge,
Spotify, Word and Excel open in this example). In the previous step you
could see our processor usage, and as you may have noticed, we've only
been using around 40 per cent of its capability during the last minute.

e Oty vou
Pacees PetomInc gty Sintp e Dt Seces

[ SR Disk 0 (C)
- =B
rw‘i“ Disk 0 (C)
S

Enemer
“on orer

=

on o

Blustootn

9o%  1247ms
630K8/s 33 MBss

[T rt———

n Wi-Fi usage (you can also see wired network usage if you use that
to connect) is more sporadic as the network connection tends to
be used intermittently — unless you're copying files or similar. Here we're
streaming music, which appears to download in chunks. Notice there’s
no data being received or sent right at this moment.

Frocmes Potomence dgptey Satp Vs Ot Senies

] ones | WFi

PV Disko (€

[TILI ¥ omm

|
oveam
[

oxbps
[okees

. The Start-up tab is one of the most important in Task Manager.
While you can configure an app such as Skype to start-up when
Windows does and disable the same within the app, some applications
are sneaky and enable themselves to start when Windows does. Here
you can select the app and either enable or stop this from happening,

FELRERREERREERERLEELY
iifiiffiiﬂ'ilrfii{({

n Although it's of limited general use, the Users tab details what

apps and processes are running on a per-user basis. This might
be useful if your PC is running slowly and you want to see what
resources someone else who is logged into the PC is hogging. They
might have something wasteful running in the background, for example.

ssgsgsansanssansnk

n The Details tab is really for pro users only and has full information

on each running process and which user is responsible for it. You
can also see how much resource the process is taking up as well as what
is called a Process ID, or PID, that identifies the process on your machine.

LR U Mamay - Descrpton
w o

EESEPEEBEIECEJEFEINELS

ZETTTEITTEY

Services are programs that run in the background. The chances

are your PC is running lots of them. For example Windows
Defender, the built-in security software, runs in the background as a
service. As well as viewing the active services in Task Manager, you can
click the Open Services link to manage services on your PC.
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Free Windows 10
Security Software

Finding security software for your PC can seem easy. Finding security software that works as it should and offers
you the protection you need can be harder. From creating strong passwords to protecting your email from spam,
there are lots of ways you.can make your computer safer and less likely to suffer from external problems. Here are a

few of our favourite security programs.

Malwarebytes Anti-malware

Download From: www.malwarebytes.com
The term Malware is used as a way of describing lots of potentially nasty MR A Mol s P A L
things that can find their way onto your PC, including viruses, hijackers,
adware and ransomware. Malwarebytes Anti-malware Free will scan for
and protect you from all of them for 14 days after installation, and then just © Malwarebytes Anti-Malware (Free)
from general malware and rootkits after the trial period. Before the trial
expires, Malwarebytes will detect and remove malware in real-time using
advanced anti-malware, anti-spyware and anti-rootkit technology. Database Version o 2015030301
A rootkit is a collection of computer software, typically malicious, designed
to enable access to a computer or areas of its software that would not
otherwise be allowed and often masks its existence or the existence of
other software.

License ® Mahvarebytes Anti-Mavare (Free)

Scan Progress @ Not Running

Real-Time Protection ® Avaiable vith Malwarebytes Ants-Mahware Premium

Scans are done for the newest and most dangerous threats automatically,
so you're protected without having to even think about it. It also wraps
your browser and software programs in four layers of defence, stopping
attacks that use vulnerabilities in those programs to infect your computer.

a Avast Passwords

Download From: www.avast.com/en-gb/passwords

There can be few people around these days who do not have at least a 5
couple of passwords to remember and if you are anything like us, you have %nmsu Passwords

about 15. From making payments to sending emails, strong passwords

are a vital part of our online life. Many browsers offer to store your identity

information but this is not very secure and can be easily hacked. When you Please enter your Main Password
store passwords in your browser, they are stored on your device along with

the information necessary to decrypt them. |

Avast Passwords stores your passwords with a much higher level of

encryption and protects all your data with a password known only to you,

so that your data remains safely hidden from any unauthorised access. It “
securely stores your sensitive information and enables you to quickly log

into your online accounts and complete web forms. When you use Avast

Passwords you can quickly import any information stored in your browsers, Tired of entering your Main Password all the time?
and be sure it is stored with top of the line security. Quickly import your

autofill info from Chrome and Firefox, which are unsafe places to store your

passwords. Avast Passwords will easily autofill login information for all of

your accounts, so you don’t have to enter the same info every time. Start

storing the safer way without all the copying and pasting,
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ALTERNATIVE PARENTAL CONTROLS

OpenDNS FamilyShield Kidlogger Spyrix Personal Monitor
This free parental control software not only
tracks what your children type and which
websites they visit, it also keeps a record of
which programs they use and any screen grabs

they take.

Spyrix Personal Monitor is a powerful
multifunctional program for complete and
detailed remote monitoring of user activity.

It can act as a keylogger, capture screenshots
and much more.

FamilyShield is a free service from OpenDNS.
Its parental control tools automatically
block domains that have been flagged under

headings such as “tasteless”, “sexuality”,
or “pornography”.

Robert Smith

Qustodio =

Family Protection Portal

Qustodio

Download From: www.qustodio.com

A MIKE

‘ﬁiiﬂgs Activity Summary
Anyone with teenage children will have felt the worry when letting them have .
freedom online. The Internet can be such a great thing but at the same time, it 12
can be a truly awful place for kids if they (and you) are not careful. Qustodio is
parental control designed for today’s busy, web-savvy parents. No hardware,
no complicated set up, just a simple, web-based dashboard that gives you
the info you need at a glance. Whether your kids use the family computer,
personal laptop, tablet or mobile phone, Qustodio is there to set healthy
limits, block questionable sites and keep kids safe.

» Since your last visit
[

show Al Activity | Questonable

B 31 Surf . Social Networking .-

B 13s Chat . Facebook !

8:29 S5 acwy
5:46 Ve trowsing

@ 112 Surf. Entertainment
11.4% Chat.. MSN Messenger
10.9% Surf . Search Portals

85% Surf . Technology
5.5% Surf. Shopping

You can see the apps your kids use, the searches they conduct, the social sites
they visit and the people they hang out with online. The parent dashboard
condenses each child’s Internet activities into easy-to-scan charts and graphs.

You can also access daily timelines for minute-by-minute details on your

© Web browsing activity

Q, Search activity

child’s activities, plus a full record of the potentially harmful apps, websites
and social profiles your child interacted with. This means that round-the-clock
supervision doesn’t have to be time consuming; just select the sites you wish

to block, choose time limits for online activities and the software does the rest.

nicki minaj =

justin bieber o von

ipad

myxer

cralgslist  rugby
tube videos

friv

€Orn Katy perry wnnon

¥ Edward Wilson .
chatroulette By tyesrday 1846 6 mimden
rubycon
dogpile
american idol

@ MailWasherPRO 2011

MailWasher Free

Download From: www.mailwasher.net

Spam emails are one of those annoying and
potentially harmful things that just don’t seem to
go away, despite the advances in technology and
the evolution of how we use it. It is not always clear
how ouremail addresses get into the hands of the
spammers but for almost anyone who uses the
Internet regularly, there will come a time when they
start to arrive. The Nigerian princes, the fake bank
messages or even just the sales letters for products
we have no interest in. We can block and delete
these as they arrive and most email clients include
some spam tools. However a far more complete
solution is MailWasher.

Check Mail

4| Classify | Delete

Qo
(i [

L PR TR FRNER Tl

€Y Recycle Bin

Wash Mail

| status
Good

Good
Good

Good
Spam
Friend
Spam
Spam
Spam

Outlook

| size | From

4.3KB Jon Pepper (jon@pepcom.con

9.5KB Mark Levy - MaxxoMedia (Ma
8.1KB Joseph Gonzales (jgonzales@r
9.4KB James Ford (jamesford@telco
327.9KB walall 33l S = (marketing@
23.9KB ShowStoppers Event Services |
11.2KB AT&T Developer Program (dev
38.4KB Laura Borgstede (Iborgstede@

22KB Michelle Yashna (mich4718n2i —

547.4KB allall 3sudll S = (marketing@
6.6 KB 7 Elephants Distribution (purc

SO Display Options
Zoom:
Colours:
Brightness:

Layout:  |Custom
— |+ %~ [Reset
[¥] Show email header
/| Show action buttons
[¥] Show evaluation message

Il [3D Theme v

[¥] Show column headings
[7] Show grouping by columns optit

Preview  Source

Show Evaluation
i+ Daily Cellular & Accessory deals from worldwide distributors.

- . | POSne | e B 1
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Sgeurity and Maintenance Guides

A/ 4

-~ Windows 10
Security Checklist

Taking the time to write down an effective security plan for your home
network will pay dividends in the long-run. With it you’re able to spot
potential leaks in security, secure your home network Wi-Fi and
powerline adapter technologies and ensure digital peace of mind.

Plan Ahead

We’ve come up with a template security checklist which you can use to create your
own: for your home network. Tick each section and remember to keep checking
regularly and alter it as new devices are added.




D Wi-Fi Security Check — Login to your router a
currently attached d
check it’s sjj| functio

nd check that the Wi-Fi js Using WPS2. Check also the
evices for any anomaljes. Ifyou use any oth

erform of router secy rity, double
ning as y pdates can reset routers,
[ ] Wireless Positioning Checy,

YS€ron your phone Ortablet, measure the impact of
the wireless signal from the router. If jt’s reaching out into the stree
house, then consider moving jt,

Using a Wi-f; anal
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Remove Unwanted
Windows 10 Bloatware

The choice to enable free upgrades to Windows 10 for existing Windows users was an almost inevitable step by

Microsoft. Almost as inevitable was an increase in bloatware, similar to that seen on Android devices. Thankfully
there are ways to remove or disable most of it.

Working with 10Apps Manager

Adding software to remove other software may seem counterintuitive but this is a safer way to clean up bloatware than trying to remove
it manually.

You can download the 10Apps Manager software from a variety
of file download sites or you can get it directly from the
creators at The Windows Club (www.thewindowsclub.com). It should
be free wherever you download it from, so don’t be fooled into
paying for this software.

As when making any large system changes to your computer, you

should create a system restore point first. You can do this via Start
menu > Control Panel > System Properties > System Protection.
Configure the restore settings and click “Create”

The L4
Windows Club

Computer Neme  Hardware  Advanced  System Protection  Remote

ecurity Edge 1€ Office

Your download of 10AppsM:;

ger will start in 5 seconds . ‘bg

System Restore

You can undo system changes by reveting
your computer to a previous restore poit. S e

System Protection
Protectio Creating a restore point...

Monitor and Report
Grmieal Ghanges to Active Directory

ManageEngine ADAudIt Plus

Aokl —

Repair Windows

Recovery oF
Update
Corfgurerestoresetings, manage dk 9302, | Confgure
Having Problems Updating and delete restore points,
Windows? Fix Windows with

Reimage Repair in] & (O] et estors pot 5t now o e dves tht

have system protection tumed on Cwts
Iy

Cancel
‘The Windows Club

rstore paint [

Extract the contents of the downloaded 10Apps Manager zip file n You can now double-click the 10Apps Manager .exe file to open
and place the folder in your Program Folder and pin the shortcut the software on your computer. The extremely simple main
of its .exe file to your Start menu. Do not separate out the contents of the interface will now open. Each of the tiles represents a piece of

Program folder. You don’t need to install the software. preinstalled software that you can uninstall if you have no use for it.

_: I 10sppeanager - x
Ganeral | Advanced

v B8 10AppsManager

Updste mode:

(S Esroctd il iis o ﬂ E n
Oexvact and update les @ Rw

OFresh exstng fes oy 3DBuider Alams  Calculator Camera pimand 1v Get Office

e H ol +N:Nel=lc

) GetSkype Getstate Caender  Maps  Money  Music
O sip exstng fes F4—pho

== DOBDEOE
Phone m

News  OneNote  People

Companion  Photos  Solitaire

Vaice

Sports  Store aer Weather  Xbox

Reinstall

Please create a System Restore Point before uninstalling!

Click the app you want to Uninstall
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Remove Unwanted Windows 10 Bloatware

n Click on any of the tiles and then confirm that you want to n You can reinstall any of the apps you uninstall through 10Apps
uninstall the app. You may need to wait a few seconds for the Manager. The only slight annoyance is that the software doesn’t
process to complete. You can delete as many preinstalled apps as you remove or alter the tile once the app is uninstalled, so it is a good idea to
wish but if an app does not appear as a tile on the screen, you won’t be make a note of which apps you remove from your system.

ableto add it.

I 10appsManager - x

BB 10AppsManager

Instructions on re-installation of apps:

IUAPPSIVIdTTdyEl

| [}
e |
3D Builder

Alarms  Calculator Camera Filmand Tv Get Office

10AppsManager ‘

1.Open Task Manager
2.Goto File” then Run New Task'

3. Enter ‘powershell in the textoox and check the administrative

Get Skype | Are you sure you want to Uninstal this app? Music
o ey i . privileges checkoox
B ‘m 4. Nowin the PowerShell window enter the following command
| i

Get AppxPackage -AlUsers| Foreach [Add AppxPackage

News Soltaire

" DisableDevelopmentMode -Register
n u *$($_InstallLocation)\AppXManifestxmi’)
&

Note: This method fails to re-install some of the apps, so it is

adviced to create a system restore point

Voice
Sports Store Recorder  Weather Xbox

Disabling Other Features

There are several other features that, although not technically bloatware, might not be doing your computer performance any favours.
Let’s take a look at some of the worst offenders.

Targeted Ads Windows 10 assigns every user a unique advertising App Location Access Windows 10 third-party apps can access
ID to make it easier to provide you with targeted your location, webcam, microphone and

adverts. While this cannot be removed, it can be disabled. Head to the more by default. Not all apps require these permissions. Go to Start
“General” tab in Windows 10’s Privacy menu. Disable the topmost toggle menu > Settings > Privacy > Location and remove those permissions that
switch labelled “Let apps use my advertising ID ...” seem unnecessary. Repeat for things like camera and microphone.
General
Choose apps that can use your location
E App connector @ on
Furo 2016 Camera
Camens @ o
sentialupgrades L] ,‘,‘_:‘,J:,',:" taeomone E
h up with frie " Specch, inking & typing E Cortana .
Ewricnds, chej Location history must be on for Cortana to
\hi ¥ l ] 11Jun . Account info b
Entertainment 1400 6MT Health & Fitness @D or
"
Supermodel Knightley's ﬂ r orace
no actor complains et ke e (gt H Mail and Calendar @ o
director Network Spead Test Wl 1700 GMT pren
() Callnistory Maps @ o
@ he Telegraph s from Peto Ises location history
Sy Netfix e Messaging + Skype @ on
Open the app e . P2 Microsoft Edge @ of
Getting to Know You Meant to streamline the new Windows 10 Background Apps This last option seems simple but it can make
user experience, the Getting to Know You a big impact in terms of battery life and
feature records logs of your typing history, saves recordings of your voice, performance. From the Privacy menu, scroll down to the bottom of the
collects information from your contacts etc. Go to Start menu > Settings > menu, then select the “Background apps” option. From here, simply use
Privacy > Speech, linking & typing > Stop Getting to Know Me. the toggle switches to prevent these apps from running on start-up.
General Getting to know you Speech, inking & typing Let apps run in the background
ocaon Windows and Cortans can get 1o know your voice and weiing 1o Account info Choose which apps can receive info, send notifications and stay up
make better suggestions for you. We'll collect info like contacts, 1o date, even when you're not using them. Turning background
Camera recent calendar events, speech and handwriting pattems, and Conacts apps off can help conserve power.
b s
Mcoshene Tuming this off also tums off dictation and ortana and dears what | Calendar Pty Satement -
» this device knows about you. Alarms & Clock On
ke seng ST Call history
Account info o Calendar @ on
g Manage cloud info Messaging E Canon Inkjet Print Utility @ on
Calendar Go to Bing and manage personal info for all your devices
i Leam mor ot peec Inking anc tiog setngs s B o @@ o
o Privacy Statement Other devioes Siboud @ -
- i
Feedback & diagnostics n
Mt P 991 food &Drnk @ of 3
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How to Free Up
Space in Windows 10

Disk Clean-up is the best way to free up space on your PC. It will clear up redundant files accumulating on your hard
drive including temporary files and Downloaded Program files. But that’s not the only way you can free up space, as
you’'ll see...

Clearing Space on Your PC

It’s worth giving your machine a little spring clean every so often to keep it lean. And that doesn’t just mean removing unwanted files and
folders from the desktop. Disk Clean-up should be an essential part of your PC maintenance.

Clean Up Disk Clean-up is a utility included with every copy of m If you’re scanning a second hard drive, it's unlikely
Windows. When you launch it (here we've searched Disk Clean-up will find a lot on it as it is mostly

for it using the search box on the taskbar), you'll get this small window concerned with Windows files. And that's what we’re looking at here in
appear. It will help you rid your PC of detritus that builds up over time as the results window. As you can see, you can check which items you want
you download files from the Internet or install and uninstall apps. to remove from your PC. Click OK to remove.

Disk Cleanup

We are geting "
= T
., DiskClean-up N Windows (C).
~
Deskaop opp
Filesto delete
= :Il::: disk space by deleting unnecessary Downloaded Program Files Obyles A
oserol el [4 5 Temporary Intemet Files 522MB.
[WRRl System archived Windows Eror Reporing 323KB.
Apps. [] 8 Recycle Bin 639MB.

Temporary fies HIMB |

r

Total omountof sk space you gain
Desciipbon

Files used for eror reporing and soluion checking

% Defragment and Optimise Drives

Semtings 592MB
© Apps & features

Wen

0 disk cleanup

£ disk cleanup definition
P disk cleaner

o & Clean up systemfles

@ Colorful Disk Clean How dows Disk Cleanrup woik?

= mystuft P web

disk cle ]

You'll be asked to select the drive you want to We actually didn’t click OK in the last step; instead
clean up. Most of the time there’ll only be one clicking the Clean Up System Files option. This
drive you wish to clean up (your C: drive), but it could well be that you've won’t harm your Windows installation, but will clean up extraneous files
got more than one storage drive on your PC. Disk Clean-up will then that some people prefer to keep. If you upgraded from an old copy of
begin to scan your drive for things it can sweep up. Windows, this includes your Windows.old folder on your hard drive.

DiskCleanp More Optons

N Windows (€) -
Disk Clean-up *x it
s Previous Windows installation(s) 155GB A
[ & Recycle Bin 699MB.
: S - - O | Temporaryfles UIMB
-§ Disk Clean up is calculanng how much space )fouwﬂl be able 1 T Wi s s oy
wy + tofree on Windows (C:). This may take a few minutes to 4 | Thumenails 702M8
Complete. Total amount of disk space you gain: 16.1GB
: Description
Calculating... e o s st
— . Ll o Wenbowa .Yt accens ok bom e previoss
. Windows nstallations in this folder
Scanning: System error memory dump files
How
oK Cancel
= »
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How to Free Up Space in Windows 10

More Options If you click the More Options tab, you'll see this

window, taking you straight to the Add/Remove

Programs area of Control Panel. It also gives you the option to remove
old restore points that take up space inside Windows. The latest restore
point will always be kept in case of a problem with your PC.

DiskCleanup More Options

Programs and Features

¥ youdsnotuse.

System Restore and Shadow Copies

=,

<P recentrostors point

In'some edions of Windows, the disk mightinclude fie

delated

Cloanup..

Are you sure you want to delete all but the most
recent restore point?

If you have several saved restore points, you might not need
the older ones. You can save disk space by deleting them.

e

Programs and Features

This area of Control Panel is one of the
most used, although it’s not designed

to be utilised quite as much in Windows 10 - the idea is that you'd

uninstall using the method in the
only way to see how much space

final step on this page. Still, it's the
your desktop applications are taking

up. You can also access it via Control Panel > Programs.

@ Programs and Festres.

|
ok Coamap,

Controt Pt Homme

G > ContriFonel > Programs > Programs ana Festures

PR | Uninstall or change a program

v a
=
¥ 1 @ Tum Windows festres om or
es Organise ~ o
Nome iner rsseson St v
Sroum © oropsen Oreppon e 72018
= ! ¥ mergency Downiond iver Mot woaos s 112
> 4 ¥ Luia EF e D Notis opes e 118
o
H
4 B0 Gapics Drver 35362 NVOIA Copcraton

Wi Drvrsext

\I Currently instaled progre... Totsae: 190 M8
13 programs stated

Nokia By 7488 111

Other Users If you try and uninstall a program with other users
logged onto the PC, you'll always get a wamning that
other people may be using the application and so it may not uninstall
properly. Get other users to log off before uninstalling programs if this is
an issue.

& > Control Pnel » Programs > Programs and Festues

Control el Home

Uninstall or change a program

© Tun Windows festres on
- Organise ~  Uninstall
Name
© Dropbox
3 emergency Downla Orf
9Lumia UEF Boe rver

Worning

[ T e onern ogpesoniomacompie
a

@Mecroson Visual Co+ 201

program Pt st unoata complaaly.

INVIDIA Update 1040
Bsope=77

(] B Windows Phone Recovery Tool 21.1

S Winlsd Colnstalers:

[S1WinlUs8 Compatile D Drvers

FEIWinUSS Drvers ext

07205

Saze 470M8

B Micros... Product vession: 2.1

Uninstaller Each desktop app has a different type of installer
(or, in this case, uninstaller). Many are very similar,
but you do get ones that differ, and one such is this app from Microsoft.
Often you will be asked if you want to repair the application. You don’t -
you want to uninstall.

T &) > ControlPanel » Programs > Programs and Fetures

O
Conmci s Home doxid
vy | Urinstall o change a program
W Vewialed vosmes ] '
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Windows Features This is for advanced users only. Also from
this screen you can select Turn Windows

Features On or Off. You're able to uninstall elements of Windows that
you don’t use - perhaps the old Internet Explorer, for example, or
Microsoft’s Print to PDF plug-in if you have an alternative solution that
you use.

< T {5 > Control Panel 5 Programs > Programs and Featres

.
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Uninstall from Start You’re also able to easily uninstall apps
from the Start menu - simply right-click
on the app in question and select Uninstall from the menu that appears.
It's the best way to uninstall any app, whether it's come from the
Windows Store or not.
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Troubleshooting
Windows 10

If you have a problem with your Windows 10 machine, your PC will need to go to the Advanced Start-up Options
menu, sometimes called the Boot Options menu. You may also need to boot into what’s called Safe Mode.
Hopefully this isn’t something you will need regularly but we’ll run you through it anyway.

How to Use Advanced Start-up Options

Modern computers are complicated things and there’s a lot that can go wrong. If your PC really isn’t working correctly or seems slow, these
helpful options will help you get it back on track.

- You may be taken to the Advanced Start-up Options menu. It will n You'll then see this menu, which is a little transitional for our liking
appear automatically if you have two consecutive start-up errors - we’re not sure why these options aren’t on the screen you get
on your PC. But you can get to it manually from inside Windows 10 by after this in Step 4 (by clicking Troubleshoot). From here, you can also
going to the Settings app > Update & Security, clicking on Recovery and continue to boot up Windows 10 or you can decide to tum off your PC if
selecting Restart Now underneath Advanced Start-up. you are going to take it to a repair shop, for example.

Choose an option

Continue

a Exit and continue to Windows 10

Turn off your PC

Preparing Automatic Repair

n If your PC didn’t start correctly, you'll see this screen. It gives you n If you selected Troubleshoot, you get the option to Reset this PC.
the option of restarting and trying again, or clicking on Advanced This is a little confusing in name, because it doesn’t mean restart! It
Options. We're going to run you through what happens if you click on means resetting Windows to its factory settings (it reinstalls Windows,

this second button - various options are available to you. effectively). You can choose whether or not to keep your files, but we
think this is a risky option. You have got your files backed up, haven’t you?

Automatic Repair
P ® Troubleshoot

x the problem. You can also press "Advanced options” to try

] ]
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Troubleshooting Windows 10

n Advanced Options is actually the menu that we want, and you n If you need to boot from a particular drive, such as USB, you can
probably will do, too, if there’s something seriously wrong with do so by starting from it using the boot options in the Advanced
your PC. It's almost like the previous steps were tests to see if you really Options menu. You can also access the command prompt should you
did want to get here. You can try and repair the start-up, or roll back need to do any diagnostic checks of your files, though thisisn’t a
using System Restore. common thing to have to do.

© Advanced options e

Command Prompt

System Image Start up Settings
Recover Change Windows' start up behaviour

Go back to the
previous build

n If you select Start-up Settings, you'll be shown this screen to n When your PC boots after going to Start-up Settings in Step 6,
ensure it is actually what you want (you can always go back using yoU'll see this menu. You need to press a number to boot your PC
the Back button of course). From this you can instigate Safe Mode with in a particular way. We'd always recommend seeing if your PC will boot
or without networking access, as well as a low resolution video mode if into Safe Mode with Networking. If it starts up there without issue, it’s
you're having display problems. probably a third-party software or driver problem rather than something

with Windows itself.

© Start-up Settings
Startup Settings

Press a number to choose from the options below:

Restart to change Windows options such as:

F1-F9.

1) Enable debugging

2) Enable boot logging

3) Enable low-resolution video

4) Enable Safe Mode

5) Enable Safe Mode with Networking

6) Enable Safe Mode with Command Prompt
7) Disable driver signature enforcement

9) Disable automatic restart after failure

If you have a system image handy (a complete backup of your PC This is what Safe Mode looks like. As you can see, it's very much
in a system image file) you can also restore it at this point. like the standard version of Windows 10, but it is lacking a little
Anything you've created since the system image was made will be lost, in its graphical finish. It's designed for you to troubleshoot what is wrong
so again it's a reason why you should back up your files. with your system - perhaps you need to roll back to an earlier System

Restore point, for example.

Select a system image backup

T computer vl be restored using the system mage.
on the computer vl be replaced with the

nformaton n the system mage.

Troubleshootng nformaten for BV
it fgo.microsof.com ko PLikid 225039

(@ Select a system mage

More ways _
tapilay. Joke)
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Windows 10

Troubleshooting Tips

Windows 10 includes some useful tools for checking on and solving problems but sometimes you need to look a bit
further and deeper. Occasionally you just need to go back to basics. These tips will help you solve some common
problems encountered in Windows 10, particularly after installing the Anniversary update.

First Things to Check

If you’re having problems with Windows Update, the Windows Update Troubleshooter might be able to automatically fix the problem. Go to

Microsoft.com and search for Update Troubleshooter.

Windows Update Troubleshooter Microsoft knows that
things don’t always go

smoothly when updating and have provided a dedicated
troubleshooting tool for use during this key task. If you’re having
problems with Windows Update, the Windows Update Troubleshooter
might be able to automatically fix the problem. Go to Microsoft.com and
search for Update Troubleshooter.

% Windows Updte

Troubleshoot and help prevent computer problems

gy Windows Update

Resolve problems that prevent you from updatin Windows.

Neme Publisher

Read privacy statement oniine

Advanced

Check for Updates Keeping your copy of Windows 10 up to
date with the latest releases can really help

to avoid problems before they happen. Press the Windows logo key and
click Settings. Then choose Update & security > Windows Update and
then select Check for updates. Install any available updates and restart
your PC if required.

Update status

Checing for updates..

Update history
C Windows Update

© Windows Defender Update settings

T Backp (where charges may apph.
D Recovery

© Adiation

A Find My Device

i Fordevelopers

Py Windows Insider Programme
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Checking System Spec If you're having trouble installing or
running a particular app or game, it

may be that your PC hardware is not up to scratch. All commercial
software will provide details of required and (sometimes) recommended
specification needed to run it. You can check system spec at any time,
just go to Control Panel and select System and Security, then System.

Personal Computer

PC name BiackDogMedia

WORKGROUP
@ Power &sieep Connect o work o school

© ganery

@ stonge

7 Offine maps.
Intel(R) Core(TM) 542100 CPU @ 1.70GHE 240

@ Tablet mode GHz

20068

B Mult-tasking

& Projcting to this BC

@ Apps for websites

© Avour

App Updates If an app or program isn’t working with Windows
10, particularly after the Anniversary update, try

looking in the Windows Store for an update and if that doesn’t work,
delete and reinstall it. To check for available app updates on the
store, click the user icon next to the search bar and select Downloads
and Updates.

Downloads and updates [samseac]

in the download queue (3)
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a- == |
Recent activity
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Windows 10 Troubleshooting Tips

Slow Boot Fix Like Windows 8 before it, Windows 10 uses a
hybrid boot to enable fast boot times. It sounds

great but can actually slow down boot for some users. Disable it by
searching for Power Options in the Start menu and running the matching
Control Panel applet, then in the left-hand pane click Choose what the
power buttons do.

“ 1% ComtlPanel » Hardwaee sndSeund » Pomtr Options » Sytem Setings

Define power buttons and tur on password protection

s page oy o 8 cf your powe lns.

Pover buten snd 64 i

i oo S s
[ Y ro— S| [
[ r— = g

t-donn setings
2 Torn on fst st up recommended)

Fresh Installation Tool

\[elE s el Ee s Windows 10 has a completely different shell
than previous versions. The Explorer.exe

process is still at its core but there are a few additional components as
well. If you click the Start button and nothing happens or if the entire
taskbar refuses to respond to an interaction, open Task Manager (press
Ctrl+Shift+Esc), find Windows Explorer in the task list and click the
Restart button.

Fie Opli
Processes Performance | App bistory | Statoup | Users | Detadh | Services

a% 3% [ 08%

| | Mooy Dik|  Networt
ot LocalSemviee (Net-. 0% Z1MB|  OMB/s |
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3 Senvice Hoss Local System (16
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1 Service Host Uristack Sevice G..

If Windows 10 is really giving you problems and you have tried everything else to fix the issue, you can try using the Fresh Install

tool. You will lose any installed apps but will keep your files.

First make sure you have the following: an Internet connection to
download the tool and the Windows 10 image and sufficient
available data storage on the computer you are installing on. You need
at least 3GB free for the download and the clean Windows 10 image file.

Storage
Choose e 0 se¢ whats aking up spce.
o me
Lt
Save locations
5 Defautt apps (Nl'::ﬂ;;:u::vﬁ documents, music. pictures and videos.

O Notifcations & actons [re—

= [
© saney New documents il save tor

G [

[r————
 [morca

© Power & siep

0 Oftine maps
@ Tabietmode
New photos and videos il be saved t:

B | mispc©)

© Mult-tasking

& Projecting o this PO

Download the tool https://www.microsoft.com/en-gb/software-
download/windows1O0startfresh. There is some advice on the
download page about retrieving and reinstalling Microsoft software
such as Office. It is worth checking this out if you are heavily reliant on
that software.

n BACK UP EVERYTHING you want to keep! Launch the tool and

review and accept the licence terms. Choose what you want to
keep. If you want to keep your personal files, choose the Keep personal
files only option. Select the OK button to start the installation.

Licence Terms

By using the tool, you may lose your digital licences, digital

n content associated with applications or other digital entitlements.

Drivers may also be missing. If you experience any missing drivers after
the clean installation has finished, go to Settings > Update & security
>Windows Update.

Update status

Checking for updates.

Update history
fows Update

©  Windows Defender Update settings

T Backup (where charges may apphy.

D Recovery Change active hours
@ Actuaton
& Find My Devce

Looking for information about the latest updates?
Learn more.

W For developers

Fa. Windows Insder Programme
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Congratulations, we have reached the end of your latest
tech adventure. With help from our team of tech experts,
you have been able to answer all your questions, grow in
confidence and ultimately master any issues you had. You
can now proudly proclaim that you are getting the absolute
best from your latest choice from the ever changing world
of consumer technology and software.

So what'e next?
Do Jou want to otart a new
hobby? Are you looking to upgrade

Lo a new device? O Simply looking
lo learn a new okill?

Whatever your plans we are here to help you. Just check
our expansive range of Tricks & Tips and For Beginners
guidebooks and we are positive you will find what you are
looking for. This adventure with us may have ended, but
that's not to say that your journey is over. Every new
hardware or software update brings its new features and
challenges, and of course you already know we are here to
help. So we will look forward to seeing you again soon.

g
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